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1 Introduction

This document provides information to federal agencies regarding features of the
Pay.gov application and how it is used. It is intended for agency staff who use the
Pay.gov application. It is meant to be used with other Pay.gov documents that
provide detailed explanations of the available features and functions.

1.1 Related Documents

Related and supplemental agency guides and reference manuals are available on
the Pay.gov Agency Documentation site at
https://pay.gov/agency/documentation.html



https://pay.gov/agency/documentation.html
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2 Before You Start

2.1 Accessibility

All Pay.gov websites are designed to be accessible to people with disabilities in
accordance with section 508 of the Rehabilitation Act of 1973 (codified at 29 U.S.C.
§ 701 et seq.) and related laws and regulations; for more information, please refer
to http://www.section508.gov/. For accessibility purposes, Pay.gov is designed to
work best using the latest version of the JAWS for Windows screen reader in
conjunction with the current version of Internet Explorer or Edge.

2.2 Browser Requirements
Access to Pay.gov has been fully tested using Internet Explorer at a screen
resolution of 1024 x 768. Browsers used to access Pay.gov should support
e 128-bit encryption
e basic CSS
e jquery18
Browsers conforming to these requirements also conform to the minimum

requirements set for access by alternative payment providers (digital wallet) such
as PayPal.

2.2.1 Recommended Browsers.

Microsoft Windows and Apple iOS
e Internet Explorer — version 8 and above
e Firefox — latest version

e Google Chrome — latest version
e Safari — version 7 and above

iOS Smartphones and Mobile

e Safari — version 8 and above
e Google Chrome — with iOS version 8 and above

Android Smartphones and Mobile

e Android Native Browser — version 4.2 and above
e Google Chrome
e Firefox

2.2.2 Browsers Not Supported
e Internet Explorer — version 7 or earlier
e Opera Mini

Other operating systems or browsers may be used to access Pay.gov, but such use
is untested and unsupported at this time.


http://www.section508.gov/
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3 Overview of Pay.gov Payments

Pay.gov provides a suite of services allowing agencies to obtain and process
collections in an efficient and timely manner, consisting of

e the Collections Service

e the Collections Control Panel (CCP)

e the eBilling Web Service,

e eBilling Online

e the Forms Service

e the Reporting Service

e the Trusted Collection Web Services (TCS)
e Hosted Collection Pages

Some Pay.gov services are interactive, requiring and responding to direct input by
agency users (the CCP, the Reporting Service, eBilling Online) or customers (the
Forms Service).

Other services are non-interactive, used for submitting transactions individually or
in batches from an agency’s system to Pay.gov.

Pay.gov Hosted Collection Pages combines non-interactive and interactive services
to allow agencies to separate a customer’s transaction information from their
payment information.

All services interface with the Collection Service, which processes incoming
transactions, submits them to external services for settlement, submits payment
data to the Central Information Repository so it can be credited to individual
agencies, and stores and retrieves transaction data for reporting.

A separate guide providing details is available for each service can be downloaded
or requested from the Pay.gov Agency Documentation site.

3.1 Pay.gov Processing Availability and Payment Settlement

The Pay.gov site is available for users to submit payments twenty-four hours a day,
seven days a week, including holidays. ACH payment processing follows the
Federal Reserve holiday schedule. Payments will not settle on Federal Reserve
designated holidays.

If the U.S. Treasury Department’s designated depository is closed on a scheduled
payment date, including weekends and some holidays, the payment will occur the
next day the depository is open. Plastic card payments will be processed the next
business day as determined by the settlement agent.
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4 Pay.gov User Interfaces

With release 6.0, Pay.gov has been divided into two separate user interfaces (seen
as separate websites):

e apublic Ul (Figure 1) available to anyone accessing the https://pay.gov
address. This Ul includes all public-facing payment functions, including
agency forms, payments and bills

e an agency UI (Figure 2) that includes only agency user specific functions,
such as the Collections Control Panel. No public-facing (customer)
functions are available through the agency Ul

e an agency eBilling Online interface that includes only functions for issuing
and managing ebills and customer access to them

Table 1: Pay.gov URLs

Public UI
Testing environment: | https://qa.pay.gov/public/home
Production: https://www.pay.gov/public/home
Agency Ul
Testing environment: | https://qa.pay.gov/agency
Production: https://www.pay.gov/agency
eBilling Online Ul
Testing environment: | https://ga/pay.gov/ebillingonline
Production: https://pay.gov/ebillingonline

The domain www.pay.gov and the previous landing page
https://www.pay.gov/paygov/ maps to https://www.pay.gov/public/home as the
default homepage

As a result of the separation, some agency personnel will need to access both user
interfaces in order to perform their duties.


https://pay.gov/
https://qa.pay.gov/public/home
https://www.pay.gov/public/home
https://qa.pay.gov/agency
https://www.pay.gov/agency
https://qa/pay.gov/ebillingonline
https://pay.gov/ebillingonline
http://www.pay.gov/
https://www.pay.gov/paygov/
https://www.pay.gov/public/home
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Figure 1: Public user interface
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Figure 3: eBilling Online interface
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5 Pay.gov Access
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All agency users must be granted access to Pay.gov before they can use the system.
Your agency’s Security Contacts are responsible for requesting user access by
submitting and Access Request Worksheet (ARW) to Pay.gov. See the Agency
Guide to Access Control for instructions.

The roles assigned to an agency user through the ARW determine the functions
they can perform on Pay.gov’s agency website and system. Agency users may be
assigned multiple roles and roles can be restricted to individual agency

applications.

Some agency users may also need a role for Pay.gov’s public website, usually to
access hidden agency forms and bills.

Agency customers who need to see a hidden agency form must also be assigned
the appropriate role by the agency.

Table 2: Pay.gov user roles

Note:

All roles, except PGE, are for the agency Ul only.

Role

Description

PGE — Pay.gov Enrolled User
(access to public UI only)

For agency customers, used to permit access to non-
public forms and bills in the public user interface.

ACS — Agency Customer Service

For agency staff who provide customer support for the
agency. Has access to the public website. Can view
submitted forms and bills along with non-public reports.

AFF — Application Forms Full

For agency customers who will be responsible for
accessing, submitting, and saving all forms assigned to a
specific application.

AFL — Application Forms Limited

For agency customers who are filling in forms that are
reassignable. An AFL can view, edit, and save a
reassignable form but the form must be reassigned to an
AFF who can submit the form. Refer to the Agency Guide
to the Forms Service for more information regarding
reassignable forms.

BAG —Bill Access Generator

For agency users using eBilling Online to create and
manage billing accounts and bill access codes

BIG — Bill Generator

For agency users using eBilling Online to create and
manage bills and billing accounts.

COE — Collections Operator
Exception

For agency users to void plastic card transactions, issue or
void plastic card refunds, and cancel ACH debits in the
CCP.

COS — Collections Operator Sale

For agency users to process sale transactions in the
Collections Control Panel (CCP) including the ability to
submit ACH transactions, ACH prenotifications, and
sale/authorization/force plastic card transactions. See the
Agency Guide to the Collections Control Panel (CCP) for
details.

11
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Role Description
CPA — Company Profile For agency users who create and manage company
Administrator profiles for their application.

MGA — Machine General Account

Assigned to an agency user but used for automated
processes to down load Pay.gov activity files or to upload
billing files to the legacy Billing service.

PPA — Payer Profile Administrator

For agency users who create, manage, and verify payer
profiles for their application.

ROA — Report Office Analyst

For agency users to view all reports (except ICCC) for an
application.

RBU — Resource BAN User

Assigned to users who log in to Pay.gov’s public website
to access a bill. Billing account numbers (BANs) are used
to determine which users have access to a bill; see the
Agency Guide to the eBilling Service or the Agency Guide to
eBilling Online for more information). Users who access
ebills without logging in are not assigned the RBU role.

12
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6 Logging in to the Agency Website

1. Access the Pay.gov agency production website at
https://www.pay.gov/agency; the home page will be displayed (Figure 4).

Figure 4: The Pay.gov home page log in fields
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Note:  Agency users should click the “Information for
Government Agencies” link to view information
pertaining specifically to agency users.

2. Enter your username and password at the top of the left-hand navigation
bar on the home page, and then click the “Login” button to access the User
Center. If this is your first visit to the site you will be directed to enter a
new password and security questions and answers; see section 1 for more
information.

3. The User Center (Figure 5) enables agency users to access functions that
are specific to their role.

13
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Figure 5: A typical User Center showing all functions
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4. Click a blue hyperlink to access the function required; the appropriate page
will load. The functions shown depend upon the role or roles assigned to
the user. For some users, a minimal list of options will appear; for other
users, the list will be more extensive and Administration Center options
will be available.

6.1 Pay.gov Session Length

Your Pay.gov session will expire after 30 minutes of inactivity. You can extend you
session before timeout by clicking the “Request more time” link at the top right of

most pages.
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7 Initial Startup for Agency Users with Assigned
Roles

No features are available on the agency website to users who have are not enrolled

by their agency or who have not logged in. On the public website all visitors can
view and pay public forms whether or not they are enrolled or have signed in.

New agency users will be given a username and assigned a temporary password.

The password is used for the initial access to Pay.gov and must be changed on the
first visit. Refer to the Agency Guide to Access Control for more information about
requesting access to Pay.gov. The following steps describe the initial startup for an

agency user.

1. Log into the Pay.gov agency website as described in section 1 using your
temporary password.

2. The Pay.gov Information and User Responsibility Statement (Rules of
Behavior) page will be displayed.

Figure 6: Pay.gov Information and User Responsibility Statement page
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3. You must read the responsibility statement, check the box indicating you

have read the statement, click on the round button accepting the Rules of

Behavior and then click on the continue button.
4. The Change Your Password page (Figure 7) will be displayed.

Note:  Once a year your password will expire and you will be
required to reread the Rules of Behavior and create a new
password.
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Figure 7: The Change Your Password page

Public Resources
Resources
Accessibility Statement
Motices & Agreements Passwords must conform to the following:
Privacy & Security Policy
Sitemap = contain a minimum of eight characters

Help = contain at least 1 uppercase alpha character, 1 lowercase alpha character, and 1 numeric character
Contact Us = not contain a comman word, your name, or your email address

Frequently quently Asked Questions = cannot be a previously used password

Information
Agency Information
Ovenview
Implementing Enter New Password: S
Documentation
Press [ Aticles

Required Fields are marked with an asterisk *.

Enter Current Password: *

Retype New Password: *

The secret question and answer below will allow you to reset your account password if you forget your

gy password. Please choose a question and answer that only you know. No one else will be able to see
DEPARTMENT o) the answer to your question. :
i TREASURY
Secret Question :| - Create your own question - Sar e
T
USA.gov
Enter Your Secret Question: ?

Secret Answer :

Retype Secret Answer : =

The shared challenge question and answer below will allow customer service to verify your identity
should you be unable to reset your password using the secret question and answer you entered above. :

Shared Challenge Question :| - Create your own question - v |

Enter Your Shared Challenge
Question:

Shared Challenge Answer : *
Retype Shared Challenge .
Answer :
Please Note: After you click the "Change Password” button, you will be logged out of the Pay.gov system and refumed to the Pay gov homepage
[ Change Password ] [ Cancel ]

5. Enter your current password (assigned by Pay.gov) and your new password.
Retype the new password in the confirmation box. Your new password
must conform to the instructions at the top of the page (details in section
7.1).

6. Select and enter a secret question and answer in the appropriate fields.
Using the secret question and answer is explained in detail in section 9.3.
You may create your own question.

7. Select and enter a shared challenge question and answer in the appropriate
fields. Pay.gov customer support may use the challenge question to verify
your identity if they are contacted. See section 9.3.

8. Click the “Change Password” button. The changes will be saved and the
user is returned to the home page (previously shown in Figure 4) to enter
their username and new password.

7.1 Password Requirements

1. User passwords must be at least eight characters in length, no more than 24
characters long, and must contain at least one upper-case alphabetical
character, one lower-case alphabetical character, one number and one special
character.

2. Passwords should not contain user profile information such as a street address
or an email address.

3. Passwords should not contain a common word or sequence of characters, such
as “123” or “ABC.”

4. The new password cannot be the same as a previously used password.
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Passwords are case-sensitive.

The secret answer should not be the same as the password.

The shared challenge question should not be the same as the password.
Passwords will expire after go days. If the expiration time has been exceeded,
users will be forced to reset their password before being able to continue.

PN oV

7.2 Password Expiration

Once a year your password will expire and you will be required to reread the Rules
of Behavior and create a new password.

7.3 LoginErrors

You have three tries in a row to enter your username and password correctly. After
the third unsuccessful attempt to log in, you will be locked out for fifteen minutes.

7.4 Lock out

If your account is locked out during login, you cannot use your secret question and
answer to reset your password and then log in. The account will remain locked for
fifteen minutes. If you have reset your password during this time, when you log in
again you must use your new password.

In addition, if three consecutive invalid secret answers are made, the secret
question function will be locked until a successful logon occurs. If you are unsure
of your username or password, you should contact Pay.gov Customer Support at
this time.
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8 Basic Navigation and Functions

A number of pages have standard methods for selecting items to display and how

they appear on

the page (Figure 8).

Figure 8: Pay.gov navigational elements
& N —
yw Provided by the US Department of the Treasury /We\come Siiigalle. Logout
User Center Your connection to Pay gov will logoffin 10 minutes. | Requesi more fime|
Hide Menu ® | User Center
Adn:lini.straﬂ'nn £ System M g
Application
List Anplicafions = The system has detected that your user account has access to both consumer and agency functions. You have been logged in with
Collections Control agency access only. If you wish to access forms, bills, or other customer-specific functions, please access the Pay.gov customer site
A located at pay.gov/public/homel
Panel -
Search Transactions
Plastic Card
Sale Helpful Links Information
Auth On o . for Government Agencies
Force = Navigating the site
Refund = FAQs
ACH = Agencies only - how to request
ACH Debit <documentation

ACH Prenotification

Chanqe Password

Payer Profile & Click to open a
Create w Search Tr : and paszwon
— and paszword
Pendng Plastic Card /
Rejected = Plastic Card Sale Change Password

m Pl ard Authorization
Company Profile  # u Pl ard Force
Create w Plastic Card Refund
Manage Profile
AT ACH nage spsation companies and assosiated
s = = ACH Debit
= P‘:[Lgt & m ACH Prenotification » Creafe a Company Profile
R = Manage Company Profiles
My Account 2 » Assign Users
My Profile

Click to close

»)

Public Resources

Payer Profile Administration

Manage your payer

oropena

Resources
Accessibility Statement
Nofices & Agreements
Privacy & Security Policy
Site Map

Contact Us

Frequently Asked Questions
Information

Agency Information

Overview

Implementing

Documentation

Press / Arficles

category » Create a Payer Profile

= Search Payer Profiles
= Pending Payer Profiles
» Rejected Payer Profiles

Application

w List Applications

Note:

8.1 Navigati

Please avoid navigating the site using your browser’s
“Back” button. This may lead to the transmission of
incomplete or incorrect page loading. Use the navigation
links provided wherever possible.

on Bar

The navigation bar (Figure 9) is displayed on the left side of the initial page. After
log in, the navigation displays the functions available for their particular role.
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Figure 9: The navigation bar

Pay.gov

Pay.gov Logo
®  (lick to return to the

Hide Menu @ hermie page
Administration 3
Agency
List Agencies
Resource

System Message
n

Company Profile 2" Function Categories
Create = Links grouped by category for
Manage the functions you can perform
s Click 10 close or 0pen a calegory
Reports Q.
Hepor List
My Account 0
My Profile
Change Password
Public Resources () Resources
¢ Accessibilivy Statemant: Section sod
Resources compli "r o
Accessibiity Sialeme] *  Nooees and Agreement: Rules of
W Behavior, intellecrual property, et
W »  Privacy and Securiny: Authorized usage,
Sitermap privacy, lagal autharicy, .
Help *  Siremap: Sive web pages listed for eary
AR
Fin Ei ti
Information
Inf }

Help
*  Conract Us: Email and relephone
infarrnatien for Cusmomar Service

*  Frequently Asked Questons: Provides

i anpwess 1o penesal quertions
‘@ i.‘[hﬁwm \ Information

oy B *  Whar Pay govis and the services
DEPARTMENT oy provided
v THEASURY

MY +  Docurmencaton: Insmructions and
technical manuals for agencies
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8.2 Pay.gov Application Navigation
The header bar allows logged-in users to navigate around the application. Figure 10
illustrates the controls used in the header bar, which are described in Table 3.

Figure 10: Pay.gov header bar

User Center |

/7
PBV@V /m.;‘m/, Welcom, Se—— L OG0

Your connaction to Pay. gov will legolf in 30 minutes. | Baguest more tims.

Lo |

Hide Menu % | User Center

Administration = \

- Bercnete Moo ke Ly
Menu Bar and |app|itatl0ll ! Request More Time

Application Options

Table 3: Header bar controls

Header Bar Region Description
Logo Click to return to the home page
User Center Displays hyperlinks to the following applications
(depending upon role):
e Reports

e (Collections Control Panel: Search
Transactions, Plastic Card, ACH

e Helpful Links: Navigating site, FAQs,
Documentation

e My Account: My Profile, Manage Accounts,
and Passwords

Logout Exit the Pay.gov application

Username Displays the Username

Application Details the application page displayed: CCP, Reports

Menu Bar and Left-hand navigation bar to select applications and

Application Options options available for that application

Request More Time Used to request an extension of the time before
logout
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9 My Account

All agency users have a Pay.gov account. They must log in to the agency website
before they can use any Pay.gov function.

9.1 Self-Administration

Agency users can update their user profile and to change their password, secret
and shared challenge questions and answers at any time.

9.1.1 Edit My Profile

Click the My Profile link on the left-hand navigation bar (Figure 11) or the link in
the My Account panel in the User Center.

Periodically, users should check their information and ensure that it is current and
correct.

Check the “Enter Company Address” box if you want to enter information about
your agency (not required).

Figure u: Edit User Profile page

Py d by Bve S v yrmed o oo freawary Welcorns g Logout

o Usss Cantes Yeus connection ba Py gor wil logoll in 26 minutes. | Request more free]
2| Edit User Profile

* indicates requined fiakd

Hame :
Login nsme ; 8
Catlections Contral i Address 1: 154 Bulkioad
Panel
seatsaltl - Addruss 3
Siaich Tranzactians
Plastic Card City : chevaland
E- SamefPrvines : O - OH =k
ZIP/Postal Code : 44114 (required for USA and Canada)
Country : | United States [=]*

Phone : §

Fax -
Entar Company Address

Email Address : Eedev Irb.org
Ratype Email Address : @clav frb org
The suscret quistion and armswes bilow will allow you 1o fesét your stcount password i you forget you
password Flanss chaasa 3 quastion and answas that anly yeu know, only SHArs, RUMEes. And SPAcss
| e alowad. No on olss wil bo able 10 548 the answor 1o your question

Secret QUastion : - Creale your own queston - =it
Entar Your Secret Qusstion: test L

Secrel Answel © sassnsas

Retype Socrot Answor: assssass

Thee shared chaflenge question and answer below will allow custones service 1o verify your identity. Only
lemers. numbars. ard] Spaces are alowed Once antared, thase valus Can be Accassed tiough your
User Frofia

Shared Challenge Question : — Create youwr own queston — =7

Enter Your Shared Challenge

Question: 2! *

Shared Challenge Answer : ssssssss

Ratyps Shared Challsngs
A, Tneneae

FEHIAT Sove | | Concel

Wi i
e TREASTHY

9.2 Passwords

Agency user passwords expire every 9o days and a message will remind you that it
needs to be changed. Clicking on the link in the message takes you to the Change
Password pages explained in section 9.2.1.

However, agency users can change their password at any time by clicking on
Change Password in the My Account panel of the User Center.
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9.2.1 Change Password

2. Enter a new password and retype it in the confirmation box (Figure 12);
password requirements are listed in section 7.1.

Figure 12: Change Password page

s L New passwords must also

contain at least one special

Required Fields ar
- character
Passwords must conform to the following:

contain a minimum of eight characters I/

contain at least 1 uppercase alpha character, 1 lowercase alpha character, and 1 numeric character
not contain a common word, your name, or your email address
cannot be a previously used password

Enter Current Password: *
Enter New Password: =
Retype New Password: *

Change Password ] [ Cancel ]

Note: Please avoid navigating the site using your browser's Back Button - this may lead to incomplete data being transmitted aj
provided whenever possible.

3. Click the “Change” button. Your changes will be saved and you will return to
the My Account page.

9.3 Changing Your Username

Your username is assigned when your account is created. You cannot change it.

9.4 Login Problems

If you forget your password or experience other difficulties logging in.

1. Access the Pay.gov home page.
2. Click on the Trouble Logging In hyperlink below the username and password
boxes and follow the instructions (Figure 13).

Figure 13: The "Trouble Logging In?" page

/I'-a!r:': > Trouble Logging W7
Trouble Logging In? Forgot Your Password and other User Account Questions

Forgot Your Password?

YOUF User nama and che

I you cannot answer the Secet Question, please contact Pay. ooy Customes St

resel your password wsing the Trouble Loggng In eature, your account w

ode: I you log in incamectly threo imes. your account wall B locked for ftoen minutes K you
and you will b able o logm

| Roquest Password Resel Cancel

User Account Questions

Wht i mry Pay.gev Usernnme ?
Py gow craates user names by adding the first name and last nams fogether without 3 space. For sxample, if you registersd with the frst name of “Dan” and the Last name of “Tais”,
the Pay gov user nama will be “DacDimis™ ¥ you witd the s6cond uset 10 usé that name, then the user name assignad would bs “Danadal” and then DanDmis1

What are the requirements for a Pay.gov passwerd?
The passweed must be betwesn sight and twenty-four characters lang and must costain 31 lsast ane capital katter, one kwer-cass lottor, and one numbor You may not
word, youn name. of your emsl addiess o5 pan of the password. You should avoid using a sequence of characters (123" or abe’) or rpeating the same charscter

3. Enter your Pay.gov username
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4. Click the “Request Password Reset” button.
5. You are returned to the Pay.gov Home page and will see a message instructing
you to check your email.

Figure 14 Change Password Email Instructions

System Message

= Thank you. Your password reset request has been sent successfully. Please check your email for the link to answer your secret question.

6. After a few minutes, open your email application and open the email from
Pay.gov. The amount of time for the email to arrive depends on your agency’s
internet connection. You will receive two emails, the first notifying you that a
link will be sent to you, and the second (Figure 15) containing the link.

Figure 15 Change Password Email

FTour regquest to reset your password has been receiwved. Please click on link below (or copy
and paste it into your webh browser) and answer the secret gquestion to reset your Pay.gow
QADEV password:

https:// jgeles ey @ dwtg - L ” B4t adae L . ¢ g
OrHski—Chi¥ismy #56 by “dig 34 adms athen. ¢ okt

This link will expire on Dec-21-2011 02:29 PM. If wvou do not click this link by this date,
vou will need to submwit a new password reset reguest.

Please contact Pay.gov Customer Service by email at Pay.gov.cleviclev.frb.org or by phone at
800-624-1373 if vou have any questions or experience any difficulties with this process.

7. Click on the link to go to the Secret Question page. The link must be used
within 24 hours of your password reset request.

8. Fill in the secret answer field

9. Click the “Answer Secret Question” button (Figure 16).

Figure 16: Answer Secret Question page

Trouble Logging In? Forgot Your Password

Flease Note: After you comectly answer your guestion, you will be provided with a screen which will allow you to reset your Pay
Required Fields are marked with an asterisk *.

Secret Question: What is the first name of your maternal grandmaother (your maother's mother)
Secret Answer: *

[ Answer Secret Question ] [ Cancel ]

Note: Please avoid navigating the site using your browser's Back Button - this may lead to incomplete data being transm
provided whenever possible.

10. Answer the secret question then click the “Answer Secret Question” button.
1. Enter a new password and retype it for confirmation (Figure 17).
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Figure 17: Enter New Password page

Required Fields are marked with an asterisk *.

Passwords must conform to the following:

contain a minimum of eight characters

contain at least 1 uppercase alpha character, 1 lowercase alpha character, and 1 numeric character
not contain a commen word, your name, or your email address

cannot be a previously used password

e Pazsword,” you will b

brought back to the homepage to log into Psy.gov

S5 g int g

Enter New Password: *

Retype New Password: =

[ Change Password ] [ Cancel ]

12. Click the “Change Password” button to continue.
13. If the password change was successful, you will return to the home page and
may now log in normally using your username and new password.

9.5 Password Reset through Customer Service

1. Ifyou are not able to reset your password through the “Change Password” link
in My Account you will need to call Pay.gov Customer Service (see section 21.1).

2. When asked, provide the answer to your shared challenge question, as set in
your user profile.

3. You'll be provided with a temporary password. You will be requested to create
your own new password when you log in to Pay.gov.
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10 Forms and the Forms Service

Agency forms are web pages, available on Pay.gov’s public website, used to collect
information that an agency needs for a transaction. Forms may be used only to
gather information such as production reporting or may be associated with a
payment. If a form is associated with a payment, separate payment pages collect
information for how the payment will be made (ACH debit, plastic card account,
etc.)

An agency may have multiple forms, each for a different collection application.

Figure 18 shows an example online form.

Figure 18: Example of an online form

LLS. Drepartment
VA N of Veterans Affairs

Customers with Pay.gov accounts may save incomplete forms to be finished later.
Completed forms can be saved with their data and duplicated for use in future
transactions of the same kind. Additionally, if allowed by the agency’s collection
application, forms may be reassigned between users for completion and payment.

When completed, the form is submitted for processing and shown in reports and
activity files with a status of “Accepted.”

10.1 Types of Forms

10.1.1 Public Forms

Public forms are available to anyone visiting Pay.gov’s public website; log in is not
required. They may be linked to on the home page or available through a search.
See section 10.2.
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10.1.2 Private Forms

Agencies use private forms to limit access to only the customers they select.
Private forms are associated with a Pay.gov account created by the agency for the
user. The user must log in and then can find the private form through their My
Account page.

10.2 Finding a form

Forms are only available on Pay.gov’s public website. Agency users who will view
private forms must have an account on the public website that has been assigned
access.

10.2.1Finding a Hidden Public Form

A hidden public form cannot be found using search or any of the links on the
public website home page. Customers must use the link provided by the agency to
access a hidden public form.

10.2.2 Finding a Private Form

Customers must log in to the Pay.gov account associated with the private form.
The private form will be listed in the My Forms section of their My Account page.

10.2.3 Finding a Public Form

Figure 19: Links to public forms

COMMON PAYMENTS

Pay 3o Faters
DEPARTMINT OF VETETAN AFFARES: @

SMALL BUSINESS ADMINE TRATION

DEPAHTMENT OF DEFERSE

UNITED STATES COURTS

1. Search — Enter a form name, number, keyword describing the form, or any
other information describing the form. The list displayed will include all forms
and agencies with that search information.

2. Find An Agency — Click on the Find An Agency link to see an alphabetical list
of all Pay.gov agencies. Click on an agency name to see a list of all forms for the
agency and then click on the Continue to the Form button to open a form.
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3. Payment Type —Click on one of the categories under I Need To Pay to see a
list of all forms for that type of payment. Click on the Continue to the Form

button to open a form.

4. Common Payments —The most common payments are listed under this
heading. Click on a link to start a payment.
5. Make A Payment — Clicking on either Make A Payment links opens a page

User Guide

that includes the common payments list, the search functions and links to lists

of all forms and all agencies.

The following steps describe a search performed by displaying forms by agency.

1. Figure 20 shows the results when the Find An Agency link in the public user

interface is clicked.

Figure 20: The agency list

Find an Agency

p Adert Massage {atiective G540712014): Testing ke message Do not distrn. Mors infpimatio

FIND AN AGENCY

ONLINE HELP

st ol all 3

Tast (Speciall Agency -

Adminiztrative Office of the United States Courts
Agency SBTE Active Form
Agency Email Gnly

Ageney Insurance

Agency Phone Only

Agney with no payment

Al Agency Dt

&N Agency Data wi Logo

Armed Forces Retrgment Home
Aszsiztant Adminisirater for Water
ATE

¥ Retum to top of the lst

B

Bank of Cleveland

i pulbic
1 the agency

Need Help?

Customer Service

Pay.gov

Contact: Pay gov Cuslomer

2. The page includes alphabet letter links near the top that take you to
sections of the list. Agency names are listed under each alphabet letter

heading.

3. Click on any agency name to see a list of all public forms for the agency.

For example, clicking on Administrative Office of the United States Courts
opens a list of all public forms for that agency (Figure 21).

29



User Guide

Figure 21: List of forms

Pay.gov

Login | Register

Form Number: 8357-0%

Documentary Collections Form

Form Number: 033507

Contimue o the Form

Payment of Violation Notice

This form is 10 pay a viclation notice received on Federal property
Form Number: CvBPayments

Continue 10 the Foam

ONLINE HELP
p Alert Message (effective 0507/2014k: Testng alan message. Do nat dsturd. Mors Information x
Administrative Office of the United States Courts
vl
ATF Repayment Need Help?
Carstomes Sernce

Pay.gov

Contact: Pay.gov Customes

4. Click on a Continue to the Form button to open the form and start the

payment.
10.3 Keyword Search Tips

10.3.1 Minimum Length and Characters Allowed

At least two characters must be typed in the search box.

Only the characters listed in Table 4 can be used for a Pay.gov search.

Table 4: Characters allowed for search

Allowed Search Characters
A through Z Uppercase Letters
a through z lowercase letters
1,2,3,4,5,6,7,8,9,0 numbers
space
# pound sign
$ dollar sign
& Ampersand
’ Apostrophe
( Left parenthesis
) Right parenthesis
/ Forward slash
, comma
- hyphen
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Allowed Search Characters
period
colon

@ At sign

_ underscore

10.3.2 Default Search

If you execute a search on two words, forms that meet either of the words will be
returned.

10.3.3 “AND” Search

If you would like to find forms that include more than one specified word, separate
the search terms with the word “and”.

10.3.4 Phrase Search

If you would like to find a form matching an exact phrase, enter that phrase but do
not enclose it between quotation marks (for example, sample search phrase, not
“sample search phase”).

10.3.5 “Sub-String” Search

You may find form results matching partial words. For example, if you execute a
search on “transport,” results will include “transportation.”

10.4 Search Results

There is no limit to the listed items returned by a Pay.gov search. The returned list
includes all agencies and public forms where the search term entered matches all
or part of the agency name, public form name, form description or form number.

Figure 22: Search results

Search Results for "forms"

Refine Your Resulis

Marrow your choices by Forms (47) gencies (1
selecting from the following
options: ]
Sort b}' Relevance IE‘ 1 2 Next= View All 10f2
Agency -
NRCPRINTS (1) Alpha Form

Do formne annoar in alnha sedor

The number of forms and agencies found are listed on the tabs. If multiple pages
of results are returned, you can page through or view all by clicking the links on
the upper-right of the page.
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10.5 Attachments

If your agency has implemented the option, agency customers can attach a CSV,
TXT or PDF file to the form submitted. Your agency selects the file format allowed.

To view an attachment

1. Open the Report List from your User Center page (Figure 23). See the
Agency Guide to the Reporting Service for instructions on how to navigate
and use reports.

Figure 23: Report list links

®
mgw Provided by the US Department of the Treasury

User Center

_HideMenu & | User Center

Collections Control .,
Panel B

0 ep‘ons Helpful Links

Search Transactions Viaw reportz on Pay.gov. Navigating the site
5 =
Fg‘;fe"c Card » Report List » FAQs
Auth = Agencies only - how to request
':ﬁ:geom documentation
Refund Collections Control Panel
ACH Msnage your user's franssctions.
ACH Debit . My Account
Plastic Cﬁ[.d = My Profile
n Plastic Card Sale » Change Password
m Plastic Card Authorization
Ay n Plastic Card Force
“MyPoile | m Plastic Card Refund
Change Password
Chanqe Password ACH
Public Resources (& = ACH Debit
“Resources | = ACH Prenotification

Accessibility Statement

Nofices & Agreements

Privacy & Security Policy
)

2. Open the Forms Search Query. Click on the Open Report link to the right
of the query name (Figure 24).

Figure 24: Report list Forms Search Query link

' Usar Castee Your connction b Pay. gow wil kogoffin 30 minulos | Raquast mies timal
Report List

ACH Dibit Transaction Search Cusry

Activity File Dowribead Duey Opgn Biogpad
Adaphar Fiw Status Ouery Cpen Bepord
Biling Saarch Crusey Coen Regon
Cobections Search Excel Download Quary Qpen Repor
Collnctions Search Cuery Qpon Ropord
Cracit Card Transaction Search Quary Qpen Repod
Defwred And Racurring Faymants Quary Opsn Repon
[wnla Transactian Ousey Opien Bapon
Email Excaptions Biing Cueey
Exception Search Guery Open Begort
Finaeclal Summaey Guery

(e o)
Notification of Change Search Cuery DOpen Repon
PayPal Transaction Quary Dpen Repon
AchDebitCadhlinkRepon | Adions |
Activity for 03292014 Qpon Foped
Acthity for CRTRI014 Qpen Repod
Acthity for PRITR0N4 Open Repor
Activity for P3762014 Open Repor)
Activity for D204 Dpen Ropont
Acthety for B242014 Open Regent
Acthity for 22232014 Dpon Repert
] 50 Day Hitory |
L CreditCardDailyBatchReport [ Adions |
Aethty for 0292014 Opin Bapon
Activity for 02232014 Dpen Repon
Acthity for 22272014 Dpen Repert
Acthity for 03262014 Qpon Roepod
Activity for GH252014 Open Repon
Activity for S32472014 Oipesny Respor]
MActivity for PX232014 Dpen Repon)

90 Day istory

3. Enter your form search criteria (Figure 25). The criteria entered determine
search filtering and what results are returned. If you do not select an
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application, the results will include submitted forms for all your agency’s

applications.

Figure 25: Forms Search Query input

Forms Search Query

Pay.gov Tracking I |
Ageney Tracking 11 ) Match Cove
Formn Slatua Any -
@ Show farms that currently match the selocted statis
Show lormm that at army time malched the selected statas
Callection Stotus Any -
User's Last Name

Agency Farm Contral Humber

Application Selection (G
Foim Allachimstnt APP |
Form Component TAS APP —
Form Encryplied AFP

Form Eneryptad IR5 62 Paymant APF

Report Output HIML -

Submit

DntarTime [ET) {mmiddyyyy] Aoy Tene = To Any Tene

Sort by - @ Asconding Dascanding

Entes infosmation into fields you wish 1o search. Searching by Pay.gov Tracking 1D or Agency Tracking 1D will disable all ather searchable fields.

4. The Forms Search Results list opens (Figure 26). Results are grouped by
application. The report may have a number of pages.

Figure 26: Forms Search Results

Forms Search Results

S0
0348 PM T

Agency Form Form
Control Humber User's Hame Status

Diated Time (ET)

ORI RS AM
DREA0I4 1213
OWTRTON 0751 AM
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ORI 1018 AN
DRRIO4 (704 PUA
DN 02 18 P
DRRTT4 01 14 PM
O 19 P

P
091172014 03 34 Pt
091 172014 0334 P
ot 5P

08T

o1 04 Pl
ORIATI4 1042 AN

g | ] Eﬂ | I |

5. Click on an attachment link to view it (Figure 26).

10.6 Form Submission eMail Notifications

Agencies can choose to receive email notifications from Pay.gov when a form is
submitted. This choice is often made when an agency has a form that is submitted
only infrequently. The agency supplies the email addresses notifications are to be
sent when the application is set up or later by working with the agency’s Pay.gov

Agency Liaison.
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10.6.1 Undelivered Form Submission eMail

The email addresses form submission notices are to be sent to can change. For
example, responsible agency personnel can change and addresses can become
invalid.

Pay.gov provides the Email Exceptions Form Submission Query report, which
provides information on undeliverable form submission emails.

1. Open the Report List from your User Center page (Figure 23). See the
Agency Guide to the Reporting Service for instructions on how to navigate
and use reports.

2. Open the Email Exceptions Form Submission Query. Click on the Open
Report link to the right of the query name (Figure 27).

Figure 27: Reports list with Email Exceptions Form Submission Query Link
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3. Enter or select the query criteria for the undelivered email you need to find
(Figure 28). If no application is selected, results will be returned for all
applications listed

Figure 28: Email Exceptions Form Submission Query
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4. Click the Submit button to view the results returned by the query.
5. The report provides the following information for undelivered email:
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Email Address lists the failed email address.
Send Date lists the date the email was originally sent by Pay.gov.
Return Date lists the date a failed delivery notice was returned to Pay.gov.

Email lists the type of notice sent, billing access code or billing
notification.

Exception lists reasons for the failed delivery and indicates if the delivery
failure is due to a permanent problem, such as a bad address, or a
temporary delivery problem.

Form Name lists the name of the form that was submitted.
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11 Payments
See the Agency Guide to Collections for detailed information about payments.
Payments can be initiated

e from an agency web page

e via Pay.gov’s Collection Control Panel

from a form hosted on Pay.gov’s public website

e inresponse to a bill notifying the user of a required payment

All payments through Pay.gov are in U.S. dollars only.
Pay.gov accepts payments from the following sources

e Automated Clearing House (ACH)
e Plastic Card including credit and debit cards
e Digital Wallet

11.1 ACH Debits

An ACH Debit is an electronic direct debit from a customer’s bank account.

11.1.1 Accounts Accepted

e personal checking and savings

e business checking and savings

¢ business general ledger

e accounts at foreign financial institutions only when the foreign account is
linked to an account at a U.S. financial institution

11.1.2 Accounts Not Accepted
e passbook
e money market

ACH direct debit transactions are settled through Automated Clearing House
(ACH) debit entries, processed by the Federal Reserve Bank of Cleveland.

11.2 Plastic Card Payments

Plastic cards include credit and debit cards.

Plastic card transaction settlement is provided by Vantiv® the settlement service of
Fifth Third Bank.

11.2.1 Plastic Cards Accepted

e MasterCard
e Visa
e American Express

e Discover and Discover-branded cards such JCB, UnionPay, and some
Diners Club
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e Debit Cards with the Visa or MasterCard logo only (including prepaid debit
cards).

11.2.2 Plastic Cards Not Accepted

e (Cards that do not display any of the logos above
e ATM-only cards

11.3 Digital Wallet

Customers can make payments using an alternative payment provider
Accepted Providers

e Amazon
e Dwolla
e PayPal

These digital wallet payments cannot be entered by an agency user on a customer’s
behalf. They can only be made by the customer through Pay.gov’s public website.

Additional alternative payment providers will be added in the future.

11.4 Payment Types

Depending on what an agency has chosen to allow, Pay.gov can accept the
following payment types:

e One-time ACH or Plastic Card payment — any single payment.

e Automatic recurring payment using ACH or Plastic Card — payment
scheduled to be automatically debited to a customer’s bank account or
plastic card account. When automatic recurring payments are made, the
customer’s account is debited and Pay.gov automatically creates credits to
the Treasury on the agency’s behalf. Agencies can view the transactions
through Pay.gov and CIR reports.

e Deferred payment — a payment entered in Pay.gov on one day that will
not be debited to the customer’s account until a following date. Payments
cannot be deferred for more than 30 days.

e One-time digital wallet payments — (can only be made by a customer, not
by an agency user) customers are redirected to the digital wallet payment
provider to make their payment. Neither the agency nor Pay.gov sees any
payment account information, just a status from Dwolla that the payment
was accepted or rejected.

Agency users can only enter payments through the Collections Control Panel
(CCP). You will not see this function if your role does not include entering
payments. See section 12 for details on using the CCP.

Online Help on the public website includes instructions for customers on how to
make payments.
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12 Collections Control Panel

The Collections Control Panel (CCP) is a tool used by authorized agency
representatives or administrators to process plastic card and ACH transactions.
The CCP is found in the User Center and the left navigation bar after the agency
user logs in. An agency user must have either the Collections Operator Sale (COS)
role or the Collections Operator Exception (COE) role to see or use the CCP. The
CCP is not available to agency customers.

See the Pay.gov Guide to the Collections Control Panel (CCP) for instructions on
using the CCP.
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13 Custom Collection Fields

Pay.gov allows an application to have up to twelve custom collections fields. These
are defined during application setup. These fields can be used by the agency to
gather data from a user such as a particular piece of information that may pertain
to that collection only, such as an invoice number. The agency can configure the
name of the field to their choosing. The data in these fields may be:

e Entered by the user on the collections page;

e Entered on a form initiating a collection, captured, and passed to the
collections page;

¢ Entered by the Collections Operator Sale (COS) on the Collections Control
Panel pages; or

e Through the OCI process where data is submitted by either the agency or
by the end user.

The data collected through these fields is available to the agency through the
online report details, if data has been supplied, or as part of the activity files, if
data has been supplied. Refer to the Agency Guide to the Reporting Service for more
information about activity files.

Up to 255 characters may be collected in each custom collections field. Data
collection and display is configured using the following options:

e Required: A value must be entered in this field for the transaction to
proceed.

e End-User Entry: The user may enter data if they want to.

e Display to End User: This option displays the field name and any value in
read-only fashion on the payment entry, summary and confirmations
pages, and in any emails sent in regard to the transaction. This field can be
used on its own to display any data that the agency sends with the
transaction or used in conjunction with the end user entry field to allow
the user to enter data displayed on the collection pages and emails.

e Encrypted: The entered data is encrypted and stored in the Pay.gov
database. If a field is encrypted, it cannot be used as an addenda field. For
all fields that have been set to “Encrypted,” neither the field name nor the
value will be displayed in any confirmation emails. Encrypted data will be
decrypted and displayed in reports and activity files.

e Addenda: One of the fields can be selected to have the entered data passed
along with the transaction information to the ACH settlement bank. The
first 8o characters entered into this field will be passed along with the
transaction to the account holder’s financial institution. The financial
institution then has the option to report this information to the account

holder.

Note:  NACHA guidelines state that transactions with the SEC
code TEL may not contain payment-related information
in the addenda record.
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14 ACH Prenotification

Pay.gov provides the ability to send ACH prenotifications by submitting a
transaction in the amount of $0.00 that is sent to a customer’s financial institution.
The prenotification is used to confirm the account and routing number before an
actual ACH debit transaction is created.

Prenotifications can be submitted

e through the CCP
e in TCS Single web service messages
e in TCS Batch web service messages.

Prenotifications are processed through the FRB/ACH network to the financial
institution. Response to an ACH prenotification is at the discretion of the receiving
financial institution; typically, a response is only received when the account
information is incorrect and needs to be corrected.

Agencies must be configured to use ACH in the CCP in order to send
prenotifications. This will also allow them to perform ACH debits from the CCP.

The prenotification details are provided in the ACH Debit Transaction report and
the ACH activity file, and are also searchable through the CCP by entering “$0.00”
as the transaction amount.

Details on creating and submitting prenotifications can be found in

e the Agency Guide to the CCP
e the Agency Guide to the TCS Single Web Service
e the Agency Guide to the TCS Batch Web Service
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15 Notification of Change

If the financial institution determines the information received in an ACH
prenotification is incorrect, the financial institution can send a Notification of
Change (NOC) containing the correct information in response.

This response is not required, but a response is in the financial institution’s best
interest if the account information is incorrect, as it will have to be corrected later
when the debit entry is submitted. The Operating Rules of the National
Automated Clearing House Association (NACHA) establishes that the financial
institution or depositary must initiate a return or a NOC entry within six banking
days of receipt of the original prenotification entry. Any subsequent transactions
to that account must not be made until six banking days after the original
prenotification was sent.

The Notification of Change Search Query report lists NOC responses for an
agency. It include the Change Reason Code and the corrected account
information. See the Agency Guide to the Reporting Service for details.
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16 Digital Wallet Transactions
Pay.gov accepts payments made through

e Amazon
e Dwolla
e PayPal

Only customers may make payments using a digital wallet payment provider. If
available, they will see the digital wallet options on the payment page for their
transaction. If they choose a payment provider (Amazon, Dwolla, PayPal) they are
redirected to the provider’s website to enter their payment and are returned to
Pay.gov to authorize it.

16.1 Transaction Reporting

Agency users can search for and view digital wallet transaction information
through the CCP and through Pay.gov online reports and activity files. No
information about how the transaction was funded is available.

16.2 More Information

Details for digital wallet payments, disputes and refunds can be found in

e the Agency Guide to Amazon Collections
e the Agency Guide to Dwolla Collections
e the Agency Guide to PayPal Collections.
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17 eBilling Services

An ebill notifies a customer that a payment is due. After they receive a
communication that an eBill is available, customers access the bill on Pay.gov’s
public website. After viewing their ebill, customers can make a payment
immediately or they can view the bill again at a later date and make a payment
then. eBills are viewable on Pay.gov’s public website.

Two services are available for creating and managing eBills:

e the eBilling Web Services
e eBilling Online

In general, agencies control when ebills are created, specify when payment is due,
and control who can access the ebill. The service used to create the ebill may also
allow additional options.

In all cases, customers must use an access code and answer a security question
before they can view an ebill for the first time.

17.1 Types of eBills

Agencies designate the ebill’s type when it is created.

17.1.1 Private eBills

Private ebills must be associated with a Pay.gov account.

The customer logs into an account and then enters the ebill’s access code and
answers its security question. The ebill is then available in the account’s My Bills
section of the My Account page every time they log in. It cannot be added or
accessed from another account or accessed in any other way.

17.1.2 Public eBills

Public ebills do not have to be associated with a Pay.gov account and customers do
not have to log in to view them.

When visiting Pay.gov’s public website, the customer clicks on the Make a
Payment pages Enter Access Code button, enters the ebill’s access code and
answers its security question. The customer has the option to log-in and add the
ebill to their Pay.gov account, if they have one, but if they do not they need to use
the Enter Access Code button, enter the access code and answer the security
question every time they view the bill.

17.1.3 Hidden Public eBills

Agencies can request Pay.gov hide a public ebill and exclude it from search results.
It is not directly available from Pay.gov’s public website.

Instead, the customer receives the ebill’s URL from the agency. After going to the
URL, they must enter the ebill’s access code and answer its security question to
access it. They then have the option to log in to an account and add the ebill to it;
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if they do not they need to use the URL and enter the access code and answer the
security question each time they need to access the ebill.

17.2 eBilling Web Services

To create an ebill using the non-interactive eBilling Web Service, agencies submit
two request messages via the internet, one to the eBillingService and the other to
the AccessCode service.

17.2.1 eBillingService

Agency messages to the eBillingService provide the billing information and options
for the online ebill and can be used to create a single bill or batches of multiple
bills, each for a different customer. Requests can be used to create a single bill or
batches of multiple bills, each for a different customer

Agencies

e control when they request creation of an ebill

e can specify if it is one-time or recurring

e can request ebills implement business rules to automatically calculate
fields and handle errors

e can specify when the ebill is available on Pay.gov

e can specify a time window during which the bill can be viewed and paid.

Pay.gov processes eBilling Web Service requests immediately upon receipt. The
resulting online ebill is based on a template previously created for the agency. The
final bill can resemble its paper version or have a different web page-like look.

Figure 29: A sample online bill created through the eBilling Web Service
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17.2.2 AccessCodeService

Agency messages to the AccessCodeService request an access code for each bill,
provide the corresponding security question answer, and specify whether the ebill
is private, public or hidden.

17.2.3 More information

See the Agency Guide to the eBilling Web Services and the eBilling Web Services
Technical Reference.

17.3 eBilling Online

eBilling Online allows agency users with the correct roles to interactively create
one-time ebills by entering information on a web page.

The roles separate the two functions required to create an ebill:

e The BIG role allows creating ebills and customer accounts. They can be
created one at a time, or small batches of ebill information or customer
information can be uploaded to Pay.gov.

e The BAG roles allows creating access codes for ebills and payers for
customer accounts. Access codes can be created one at a time, or small
batches of access codes can be uploaded to Pay.gov.

Requests can be used to create a single bill or create multiple bills, each for a
different customer. eBills can be one-time or recurring. Pay.gov processes the
requests upon receipt.

Agencies control when a bill is created, when the bill is available on Pay.gov, and
can specify a time window during which the bill can be viewed and paid.

Agencies

e control when they request creation of an ebill

e specify the ebill’s creation and due dates

e can specify whether or not the payer must log in to a Pay.gov account is
required before viewing the bill

Pay.gov processes eBilling Online requests immediately upon receipt. The
resulting online ebill is based on a standard Pay.gov bill template. Only a small
amount of customization is allowed.
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Figure 30: A sample online bill created through eBilling Online.

P - e e e ——

Billing Account Number: -
Bill Details

Total Amount Due $100.00
Issue Dale 0512205
Due Date 06122015
Paygov Tracking 1D 25104001

Agency Tracking 1D

Line ltems

Quantity Item 1D Mame Diescription Price Total Amount
2 MWSS55555 Permit 255 permit £50.00 £100.00
Amount Due $100.00

Aftachments:

17.3.1 More information
See the Agency Guide to eBilling Online.
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18 Reporting Service

An extensive range of reports is available to agency users assigned the correct
roles. If you are able to view reports, your User Center will include a Reports panel.
Click on the Report List link to see a list of reports available to you. The reports
available will differ according to your role.

The Pay.gov reporting service allows agencies to obtain detailed information about
forms, bills, and collections processed by Pay.gov; some reports are available in file
formats that allow report information to be imported into your agency systems.

Pay.gov reports help transaction reconciliation with reports from other financial
applications such as the Central Information Repository or from settlement agents.

See the Agency Guide to the Reporting Service for instructions and details.

18.1 Reconciliation

Guidelines for using Pay.gov reports for transaction reconciliation are found in the
Agency Guide to the Reporting Service.

Agencies should contact the CIR at CIR@pnc.com to determine how to use CIR
reports to reconcile transactions entered on the Pay.gov website.
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19 Company Profile

This function is only available to agency users assigned the appropriate role.
Company profiles allow government agencies using the Pay.gov Forms Service to
configure a limited number of company fields and application-level scope fields as
part of a company profile, which can then be associated with one or more user
accounts. These fields will then be available to populate values in forms based on
the logged-in user account.

See the Agency Guide to Company Profiles for detailed information.
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20 Payer Profile Administration
This function is only available to agency users assigned the appropriate role.

The payer profile functionality allows agencies to store their customers’ ACH
account information in Pay.gov for use through the collections control panel
(CCP). For details, request a copy of the Agency Guide to Payer Profiles from your
Pay.gov Agency Implementation liaison.
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21 Customer Support

21.1 Pay.gov Contact Information

Hours: 7:00 am to 7:00 pm Eastern Time
Monday through Friday, Closed Bank Holidays

Phone: (800) 624-1373

Email Address: pay.gov.clev@clev.frb.org

21.2 CIR Contact Information

For questions or additional information regarding the Collections Information
Repository (CIR) reports or schedules, contact CIR directly at CIR@pnc.com.

21.3 Agency Support Services

Agencies or Bureau of the Fiscal Service users should contact Pay.gov Customer
Support to report technical problems such as Pay.gov site inaccessibility,
unavailable collection pages, inability to view or submit forms, report problems, or
any other problem requiring the immediate attention of a technician.

The customer support technician answering the call will gather as much
information as possible, such as caller’'s name, phone number, the application they
were attempting to access, or any error messages they received, and attempt to
solve the problem. If they cannot solve the problem, they will escalate it to the
next level.

When a problem is escalated, the customer support technician will act as the
caller’s single point of contact. Until the problem has been resolved, the customer
support technician will keep the agency or fiscal agent (FA) informed about the
status of the issue at regular intervals. Once the issue has been resolved, the
customer support technician will verify with the agency or FA that the problem is
satisfactorily resolved.

21.4 General Information and Feedback

To obtain further information, send general comments, and provide feedback
about Pay.gov, please email the U.S. Treasury Bureau of the Fiscal Service at
pay.gov@fiscal.treasury.gov.

Comments and feedback directly concerning Pay.gov-specific forms (not Pay.gov-
hosted agency forms) should be directed to

U.S. Treasury, Bureau of the Fiscal Service
Program Manager

401 14" Street SW

Washington, DC 20227
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Appendix A Glossary

Term
ABA number

Agency Location Code
(ALC)

Agency Tracking Number

American Banking
Association (ABA) number

Authorization Date

Billing Account Number

Business Event Type Code
(BETC)

CASHLINK 1T

CAs$HLINK Debit Voucher
Number (DVN)

Definition
See Routing Number

An (up to) eight-digit number that denotes a
particular agency accounting office or reporting
office with disbursing authority. A bureau within an
agency may have multiple ALCs

A twenty-one-digit identifier assigned to each
collection authorization, agency form or bill
submission.

See Routing Number

The date the transaction was entered on the website,
regardless of cutoff time. Also known as originated
date.

A type of resource that provides a level of fine
grained access control for bill data. An Agency
Admin may create one or many BANs for each bill
instance.

An alphanumeric code that when combined with a
Treasury Account Symbol (TAS) enables agencies to
allot amounts within a single transaction to specific
accounting categories. The combination is referred to
as TAS/BETC. BETCs for both credit and debit
(refunds, for example) transactions are supported.
See also Treasury Account Symbol (TAS).

Discontinued. Its functions have been replaced by
the Collection Information Repository (CIR)

Formerly a worldwide deposit reporting and cash
concentration system used to record, move, and
manage Federal agency deposits through designated
financial institutions.

A five-digit number associated with a CIR debit
voucher. A DVN also always relates to a previous
DTN. Because of its short length, this number will
occasionally repeat.

The debit voucher itself is also known as form SF
5515.
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Term

CAS$HLINK Deposit Ticket
Number (DTN)

Collection Information
Repository (CIR)

Collection Method

Credit Void
Deferred Payment

Digital Wallet

Direct Debit
Effective Date

Internet Merchant Account
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Definition

A six-digit number associated with a deposit ticket
(on the ACH Debit CashLink Report, for example).
Because of its short length, this number will
occasionally repeat.

The deposit ticket itself is also known as form SF 215.
Formerly the Transaction Reporting System (TRS).

Operated by the Bureau of the Fiscal Service, the CIR
replaces the deposit reporting functions of
CASHLINK II and holds all information on deposits
and the details of collection transactions to Federal
agencies in a single system.

CIR is the primary mechanism for collections data
reporting. It contains detailed and summarized
records of all revenue collection transactions
processed by Bureau of the Fiscal Service systems.
Agencies should refer to CIR reports when balancing
or reconciling transactions, and for historical
transaction information. Contact CIR at
CIR@pnc.com for information on the reports
available.

Collection mechanism used within Pay.gov such as
direct debit or credit card.

Voiding a refund for a plastic card transaction.

Payment in which the end-user schedules an
effective date for some time in the future.
Authorization may occur up to thirty days in advance
of scheduled effective date.

A term used to describe alternative payment
methods such as Amazon, Dwolla and PayPal.

An ACH debit.

The date the payment will take effect (the date the
funds are deposited into the Treasury account). The
effective date is typically the next business day after
the transaction is entered on the website for
transactions entered before the cutoff time. Also
known as settlement date.

Used for credit card collections made via the
internet. Pay.gov uses the Bureau of the Fiscal Service
Plastic Card Network (PCN) system.
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Term

Pay.gov Tracking ID

Plastic Card

Recurring Payment

Remittance ID

Routing Number

Settlement Agent

Status

Transaction Amount

Transaction Reporting
System (TRS)

Transit Account

User Guide

Definition

A fifteen-digit identifier assigned to each collection
authorization or agency form submission to denote
its acceptance. Also referred to as the Pay.gov
transaction number.

Refers to both credit cards and debit cards.

Payment in which the end-user requests that the
payment be made on a periodic basis (weekly, bi-
weekly, monthly, or quarterly).

Derived from the agency tracking number - each
settlement agent has its own format which Pay.gov
supports.

A nine-digit number (eight digits plus a check digit)
that identifies a specific financial institution or third
party processor. It is also known as an American
Banking Association (ABA) number.

The financial institution responsible for processing
the transaction to the CIR. Vantiv is the settlement
agent for plastic card. The Federal Reserve Bank of
Cleveland is the settlement agent for ACH.

A key part of the processing of collections, forms,
bills etc. involves an associated status. The status
reflects where a form, bill, collection currently is in
terms of processing; separate statuses exist for form
or bill processing and collections.

A dollar amount that an end-user authorizes for
payment.

Now called the Collection Information Repository
(CIR).

An account on the Treasury books with items that
are in the process of being cleared. There is a unique
transit account for all items using the ACH debit
process within Pay.gov, no matter what ALC they are
associated with.
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Term

Treasury Account Symbol
(TAS)
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Definition

An alphanumeric symbol (with separate,
accompanying label) denoting an account assigned
by the Department of the Treasury consistent with
statutes, as well as principles and guidance
prescribed by the Comptroller General. One or more
Treasury account symbols may be associated with a
collection.

When combined with a Business Event Type Code
(BETC) it allows agencies to allot amounts within a
single transaction to different accounting categories.
Only the Component TAS type is accepted. See the
Bureau of the Fiscal Service website for details
(http://www.fiscal.treasury.gov/) and search for
TAS/BETC.



http://www.fiscal.treasury.gov/

User Guide

Appendix B Known Issues

Duplicate Agency Tracking IDs

It is possible for agencies to assign the same Agency Tracking ID to both a bill and
to another transaction within an agency.

For example:

1.

A bill is created with the Agency Tracking ID of 1122334455. The bill is sent
to a customer, but the customer does not immediately respond and make a
payment. The bill remains pending for a period of time.

During the time the bill is pending, the agency creates a new transaction
through the CCP. The transaction is assigned the same Agency Tracking ID
of 1122334455 and is submitted.

After the CCP transaction has been submitted, the customer that received
the bill attempts to pay it. Pay.gov prevents the payment because it detects
that the Agency Tracking ID is a duplicate of one already used to complete
a transaction.

The customer is unable to pay the bill and the bill remains in the system as
a pending bill.

The agency is unable to correct the issue directly by correcting the bill’s
Agency Tracking ID. The only way to work around the issue is for the
agency to create a new bill with a different Agency Tracking ID.

Workaround

Agencies can avoid this issue by ensuring that each bill or transaction is assigned a
unique Agency Tracking ID.
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