From: Pay Gov

To:
Subject: [External] Notice: Pay.gov to require agency support of TLS 1.2 protocol in Production
Date: Wednesday, February 15, 2017 2:45:32 PM

During 2016 Pay.gov provided agencies with multiple communications notifying them of the
intent to make our system compliant with TLS 1.2 per the NIST recommendations.

Effective March 15, 2017, the TLS 1.0 and TLS 1.1 protocols will be permanently disabled
within the Production Pay.gov environment. This change will only affect OCI, Activity File
download servlet, DTM Spoke connections, and direct user access to the Production
Pay.gov websites. Trusted Collection Service (TCS) connections are not impacted by this
change. Agencies are advised to complete all action items necessary to provide full
support of TLS 1.2 and ensure connectivity with Pay.gov is not interrupted.

Please contact Pay.gov Customer Support with questions or concerns at (800) 624-1373 or

pay.gov.clev@clev.frb.org.





