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1 Introduction

This document provides information to agencies on how to implement and use the
Pay.gov Reporting Service. It is intended for agency staff members responsible for
using the information available in Pay.gov reports:

This version of the Agency Guide to the Reporting Service supersedes all previous
versions.

1.1 Related Documents

Agency staff should also read the related Agency Guide to Transaction Search,
available for download from the Pay.gov Agency Documentation site at
https://qa.pay.gov/agencydocs/index.html.

Other related and supplemental agency guides and reference manuals are also
available on the Pay.gov Agency Documentation or by request from Pay.gov
Customer Support.


https://qa.pay.gov/agencydocs/index.html
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2 Overview of the Reporting Service

The reporting service delivers transaction details through online reports and
downloadable activity files. The extensive range of reports allows for transaction
reconciliation with reports from other financial applications, such as the
Collection Information Repository (CIR), or reports from settlement agents.

2.1 Report Access

Agency users must log in to Pay.gov in order to view reports and activity files.
Which reports and activity files are available to a particular user depends on their
Pay.gov role and the collection applications they are permitted to access. Details
and actions available on a report will also differ based on the user’s role. For
example, links to transaction details might be available on a report to some users
but not to others.

2.1.1 Access Control

The following roles have access to your agency’s reports.

e Agency Customer Service (ACS): Can view all online reports for the
agency collections application(s) they have permission to access.

e Collections Operator Sale (COS): Can view a large range of reports to
assist them with processing of payments.

e Collections Operator Exception (COE): Can view a large range of reports
to assist them with processing of payments.

e Company Profile Administrator (CPA): Can view reports related to
company profiles.

e Payer Profile Reports Administrator (PRA): Can view reports related to
payer profiles and notification of change (NOC).

¢ Report Office Analyst (ROA): Can view all online reports for the agency
collection application(s) they have permission to access.

Refer to the Agency Guide to Access Control for more information on roles and
access. Table 1 lists the reports each role may access. Table 2 lists the activity files
each role may access.

Table 1: Reports accessible by user role

Report Name

ACH Effective Date X X S X X
Activity File Download X X X X
Adapter File Status X X X X
Report

Billing Search X X X X
Collections Search CSV X X X X
Download

Collection Voucher X X X X
Report

11
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Report Name

Company Profile User X

Report

Company Profile Values X

eMail Exceptions X X X X
gler;?lclﬁlal Summary X X X X
Forms Search X X X X
Notification of Change X X X X X
Payer Profile Audit Log X

User Access Report X

Table 2: Activity files accessible by user role

Activity File Name

ACH Activity File X X X X
Billing Activity File X X X X
CC Activity File X X X X
Collections Activity File X X X X
Collections Activity File

X X X X
v2
Digital Wallet Activity
File X X X X
Form Activity File X X X X
Form Activity File XSL X X X X

2.2 Online Reports

Online reports present transaction details in web pages on Pay.gov’s my agency
website https://pay.gov/myagency/.

Information available in a report is restricted to your agency’s collection
applications and may be further restricted to the applications you have permission
to access. A report may allow you to:

see transactions for all your agency’s applications

see transactions for a particular payment method

filter so that only transactions for a chosen application are shown
filter by criteria to specify what transactions should be returned. (For
example, transactions made within a specific range of dates, for a
specific dollar amount, or a specific payment method.)

Once generated, some online reports may be downloaded as portable document
format (.pdf) or comma separated value (.csv) files. CSV format files can be

12
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imported into a spreadsheet for further processing and analysis. No report is
directly available in Microsoft Excel spreadsheet file format.

To use a report you:

1. Enter or select search criteria. (See section 4 and the individual report
sections.)

2. View the report generated by Pay.gov. Report descriptions start with
section 7.

3. Click alink in a report to view details, if links are available to you.

2.3 Activity Files

Activity files differ from online reports in that they are not meant to be directly
read by an agency user. Instead, they contain transactional data in a format that
allows the data to be imported into your agency’s databases where it can be used
for reconciliation and other agency functions.

To request an activity file, you can:

e Request the activity file online by selecting it from the Activity File
Download search criteria (section 7).

e Automatically download an activity file to your system using the Activity
File Service (section 21.4). For automatic downloads, your agency may
need to request a Machine Account and password from Pay.gov; see the
Agency Guide to Access Control.

e Manually request an activity file by creating and using a web page
interface to the Activity File Service (section 21.5)

2.4 Transaction Search

Use Pay.gov’s Transaction Search service at https://pay.gov/myagency/ to find
specific individual transactions or transactions occurring during a range of dates.
See the Agency Guide to Transaction Search for instructions.

2.5 Report and Activity File Data Sources

Most online reports and activity files access the Pay.gov live data source directly.
However, for improved performance, the following reports access a separate data
source: Pay.gov’s Near-line Database Extract.

e ACH Effective Date Report

e Collections Search CSV Download Query
¢ Financial Summary Query

e ACHActivityFile

e CCActivityFile

e CollectionsActivityFile

e CollectionsActivityFile v2

The data extract is not live data. It can lag behind live data by up to an hour, which
could cause discrepancies between summary and detail drilldown reports.

13
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2.6 Availability of Historical Data

Table 3 shows the maximum number of days that data will be displayed for a

particular report. Older data is archived. Contact Pay.gov Customer Support for

assistance if you require access to archived data.

Note: Plastic card transaction details are only available for 18
months after the date of the transaction. After 18 months
the data is archived. The following are affected: Collections
Search CSV Download Query, Financial Summary Query
and Pay.gov’s Transaction Search.

If the original plastic card transaction date is older than 18
months prior to the current date a request for information
will return a Data Not Found message.

To retrieve archived historical plastic card transaction data,
you must contact Pay.gov Customer Support with your
request. See section 25 for contact information.

Table 3: Number of days prior to the current date that data is displayed

14

Report Name

Number of Days Available

ACH Effective Date Report

Any up to 31 day period in the last 18
months.

Activity Files

Up to 180 days prior to the current
date

Adapter File Status Report

Up to 30 days prior to the current
date.

Billing Search Up to 9o days prior to the current
date.

Collections Search CSV Up to 9o days prior to the current

Download date.

Collections Voucher Report

Up to 3 months prior to the current
date.

eMail Exceptions

Up to 9o-days prior to the current
date.

Financial Summary Search

Up to 18 months prior to the current
date.

Forms Search

Up to 9o days prior to the current
date.

Notification of Change

Up to 9o days prior to the current
date.

Payer Profile Audit Log

Up to 9o days prior to the current
date.
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Report Name Number of Days Available

Transaction Search (separate | Except for plastic card transaction
from reports) data, there is no restriction on how far
back the search extends; however,
users may only search for 30 days at a
time.

Plastic card transaction data is
available only for transactions
occurring within 18 months prior to
the current date.

2.7 Data Encryption

2.7.1 Account Numbers

Your role determines how account numbers are displayed in online reports. They
may be in clear text or may be masked.

2.7.2 Encrypted Custom Collection Field Data

Custom collection field data collected during the payment process can be
displayed on a report; any encrypted data will be displayed as clear text.

15
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3 Report Website

Pay.gov reports and activity files are available to users on the myagency website at
https://pay.gov/myagency/.

1. On the myagency (Agency Collections) Home Page sign in with your Pay.gov
username and password (Figure 1).

2. On the Agency Collections Page click the Reports link near the top-right of the
page (Figure 2). The links visible may differ according to your assigned role.

3. On the Reports Overview Page click on a report title or its Run Report link to
view its Query page (Figure 3). Your assigned role determines the reports
visible.

3.1 Agency Collections (myagency) Home Page

Your myagency home page will resemble Figure 1. Only information describing
Pay.gov services is displayed on this page. The links do not launch a service or
function.

Figure 1: Agency Collections home page

Pay.gov Agency Colle

Agency Collections

Providing the ability to make and monitor payments and collétions online 24
hours a day. Offering a suite of services to.enable agencies'tc gather
information from their custemers tolinifiaté’and process-their collections.

b & a0

PAYMENTS REPOI MOBILE

3.1.1 Signin

Enter your Pay.gov username and password into the fields at the top of the page.
Then click Sign In or press your Enter key.

3.2 Agency Collections Page

The agency collections page opens after your sign in, and will resemble Figure 2.
However, the links and tiles available may be different, depending on your role.

17
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Figure 2: Sample agency collections page

Pay.gov Agency Collections eBiling  CresteTransaction  Transaction Search  Reports.

Create Transactions Transaction Search
Create piaste Cans ang ACH ransactions. i, refuna, cancel and force payments.
eBilling Reports
Find, cieate and eancel bils and biling ceounts R reports for bils, s, payments and sers
[
B [

WARNING WARNI)

Customer Service

Click the Reports tile or click on the Reports link in the bar at the top.

3.3 Reports Dashboard Page
The reports dashboard page resembles Figure 3.

Note: The page will only list the reports your role has access to.

Figure 3: Sample reports home page

Pay.gov Agency Collections Click tile or eBilling  CreateTransaction  TransactionSearch  Reports.

Search menu link
Fina n Report ) _
. Field sl
L ___active Date Report Activity File Download Adapter File Status Report Billing Search Query Collection Voucher Report
ot the bty b snrch Query - - - ericw ot with e et it
Queries - future dated ACH Debit and Prenote R o st '
Callecticns -
AcH -
Forms -

Adapter File Status Report Collections Search Email Exceptions Financial Summary Search Forms
Download ovides nformat . )

Email Exceptions
A

B W

Menu |

Query

|\

3.3.1 Find A Report Field

Use the Find A Report field to quickly find a specific type of report. Enter one or
more characters of a report name or type.

For example, entering “co” would cause only the Collections reports to be shown.
The menu list on the left-hand side would also show only these reports.
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Figure 4: Find A Report showing only collection reports

£ - @ & | Working Documents - Subject _ & Payqoy Agency Callection

P HTMLS and €553 Respo.. &' Jazz Team Server-Find CR &) dsite |1 TWAI +

tes government

Pay.gov Agency Collections eBiling  CreateTransaction  TransactionSearch  Reports

Collections 3l

e abilty o see vouchers fos Download

3.3.2 Menu

Listed on the left side of the page are the reports available to you. Reports are
grouped by type. Click the arrow next to type to expand or collapse the list of
available reports.

Figure 5: Reports menu

Find A Report

I Queries -

Activity File Download Query
Billing Search Query

Financial Summary Search Query

Collections v
ACH v
Forms h

Adapter File Status Report

Email Exceptions

Click on a report name to open its search criteria.

3.4 Search Criteria and Report Navigation

3.4.1 Breadcrumbs

Links at the upper right on report pages (breadcrumb trail) allow you to return to
previous pages.

Figure 6: Example breadcrumb links

[ Dashboard > ACH Effective Date Report |

3.4.2 Pages List

‘ n 2 i}

For online reports spread over two or more pages, the number of pages is shown at
the bottom left. Click on the numbers or arrows to change pages.
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3.4.3 Items Displayed

10 | 25 | 5D | 100

Select the maximum number of items appearing on a report page by selecting from
the choices at the bottom. The default is ten items.

3.4.4 Information and Help
e

Click the information icon where it appears next to an item for information on
what needs to be entered or selected.

Note: Contact information for Customer Support can be found at
the bottom of all pages on the myagency website, including
Reports pages.

3.4.5 Export Files

Figure 7: Example export links
& Download CSV File for Detail results.

tio CS or & Download CSV File for Summary results.

xport fo PO

Some reports can be downloaded as a PDF or CSV file click on the appropriate
link.

The Export to PDF link downloads a non-editable file. You must have a PDF
viewer or editor to view the report.

Figure 8: Sample report in PDF format

Billing Search Results Page 1 of1
Report Generated on 10/27/2016 01:26 PMET

P =l e O O i i
1D D Number
DHSCGFINCERN &EUDHSCGFINCE 24THEYIC BREREE as3createhan Mewy N18/2016 §1.00 ‘\nglq g%g‘gﬂ

0)
1
DHECGF INCERN S80DHSCGFINGE  24TMEY2E testing611moe Zestesterscraatban Newy 0/10/2016 $148,076.00 1041 HZ016
N 2 01:15:00 PM

The Export to CSV link downloads the report in comma separated values (.csv)
file format. A csv file is a text file where each line is a string that contains either
the column headings or the values separated by commas (Figure 9).

A csv file can be opened and edited in any text editor or can be imported into a
spreadsheet program (Figure 10). No formatting is included in the csv file.
Formatting can only be added in your text editor or spreadsheet.

Note: Data in csv files is in the same column order as in
corresponding previous versions of the reports. You can
import the csv file into a spreadsheet template that includes
your macros and the macros will work as in the past.
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Figure 9: Sample report in .csv format opened in MS Notepad

H=|{=] i:h

:l BillingSearchQuery-10_28_2016_09_52_AM.csv - Notepad

File Edit Format View Help

'Billing Se r'ch Resuylts™, i e e i ww mn n nitpeport G nerated on 10/28/2016 09:52 AM P
T e w7 Vb o App17cat1on “Pay. gov

Tracki ﬁg "
Date", "Amount"

Agency Tracki ng ip" 1"I'!Hng AcCcount Number
"Collection Status","Date/Time (ET)"

"DHSCGFINCEN", "980DHSCGFINCEN", "24TNEV2B", "testingbllmoe","2tcstestcrscreatban™,"", "New","10/19/2

016 12:00:00 AM","149076","","10/19/2016 01:15:00 PM"

DHSCGFINCEN" "980DHSCGFINCEN" "24TNEV2C", "eececee" "aSScr‘eateban" LU, "New" , "10/19/2016 11:44:42
MR "10/19/2016 01:15:00 PM""","","" TRt T Tt iy

’ ’ : ’ ’ ’ ’ :

Important! To automatically open a csv file in a spreadsheet or
other program you must make the file association in your
computer operating system.

Figure 10: Sample csv file imported into Excel (no formatting)

A B C D E F G H 1 J K L~
1 |Billing Seal_lch Results
2 Report Generated on 10/28/2016 09:52 AM ET
3
4 |Agency  Applicatiol Pay.gov Tr Agency Tre Billing Acct User's Nar Bill Status Issue Date Amount  Collection Date/Time (ET)
5 DHSCGFIN 980DHSCG 24TNEV2B testing611 2tcstestcrscreatban  New 10/19/2016 0:00 149076 10/19/2016 13:15
6 DHSCGFIN 980DHSCG 24TNEV2C eeeeee  a55createban New 10/19/2016 11:44 1 10/19/2016 13:15
7
8
9
10
11
12 -
BillingSearchQuery-10_28 2016 0 (’) 4 ¥y
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4 Search Criteria Overview

Reports and activity files are generated from search criteria, which specify the
information you want to be returned in the report. Each report has its own criteria
input page, and criteria differs according to the report being requested.

Selecting or entering a value in one criteria field may affect the choices available in
another field, or even disable other fields. For example, selecting a specific
payment method restricts your choice of transaction status to only the statuses
used for that method.

Figure 11 shows an example of a page used to enter search criteria.
To enter criteria:

Select a report from the reports list.

Enter or select the criteria.

Pay.gov validates the criteria data and then enables the Run Report button.
Click Run Report to generate the report or activity file.

Only information matching your criteria is returned in the report or
activity file.

N

Figure 11: Criteria input example

Transaction Date/Time (ET): Start date (mmiddfyyyy) = HH A AM
From
To End date (mmiddfyyyy) = HH [ MM | AM
Payment Type Any ﬂ
Collection Status Any v

Application Selection Select an application

4.1 Search Criteria Restrictions

e Search data you can enter may be restricted by a choice in another field.

e Dates can be typed in or selected using the date picker.

e Date or Date Range is restricted according to the report. See Table 3.

e Ifan agency tracking ID contains special characters it cannot be used for
a search. Special characters may not be entered in search criteria.

e Only ASCII 2 characters can be used when entering data directly into
search.

4.2 Saved Criteria

Some query criteria is saved during your session so, if you return to the criteria
page after generating a report, the criteria can be reused and modified to generate
a new report.
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For example, if you generate a report and then use the Report Criteria link to
return to the query, information will already be selected or entered. You can then
change criteria and regenerate the report.

4.3 Validation

Search criteria is validated as it is entered. Validation checks for:

e invalid characters (non-ASCII 2)
e blanks

e valid date and date format

e all required data

Errors and hints are displayed below criteria entry fields.
The query run button is disabled until all required criteria is entered and all

entered criteria passes validation.

4.4 Errors

Processing errors, if they occur, are explained in text below the criteria title.
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5 Recurring Payments and Multiple Forces

5.1 Recurring ACH Debits

For recurring ACH debits, reports show only one transaction (identified by the
Pay.gov Tracking ID) with multiple installments. The installment_number
element in a query response identifies which recurring installment the transaction
was for.

5.2 Recurring Plastic Card Transactions

Each plastic card transaction in a recurring series is treated as a separate
transaction with its own Pay.gov Tracking ID. These individual transactions are
associated by the concept of a “schedule.” Additional details for recurring plastic
card transactions are available from the TCS Single Query Web Service and the
TCS Plastic Card Web Service.

5.3 Multiple Forces (Sales) for a Single Order

When agencies selling merchandise to customers fulfill an order with multiple
shipments, they authorize the total amount for the order when it is placed, but
must wait until items are actually shipped before they can request payment for
them. This means that if an order is split into two or more shipments, the agency
will need to submit multiple Forces (requests) for amounts against the
authorization for the order.

Pay.gov’s Order-Auth-Capture option for Hosted Collection Pages and the Billing
Agreements Web Service allows this for orders paid through PayPal.

In report transaction details, the transaction authorizing the amount for the order
is shown with its own Pay.gov Tracking ID and an Agency Tracking ID.
Subsequent Forces for amounts against the order’s authorization and shown as
individual sales that each have their own Pay.gov Tracking ID, but that all share
the same Agency Tracking ID with the order authorization.
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6 Online Reports Overview

Pay.gov online reports provide details of all transactions, both pending and settled.
The reports can contain information including:

e application name

e agency tracking ID

e Pay.gov tracking ID

e payer

e transaction amount

e payment method

e transaction date

e transaction status

e custom collection field data

e details such as payment schedule

6.1 Downloading a Report

All reports start with entering search criteria.

Go to https://pay.gov/myagency/.

Log in on the Agency Collection page.

Click the Reports link at the upper right.

Reports list page opens. You will see only the reports available to your user role
and permission granted.

Click the title of the report or its Run Report link.

Enter the search criteria.

Click the Run Report button.

The returned report will contain only information specified by your criteria.

P

®N o

6.2 Report Restrictions

e Depending on your role, a report may not allow certain actions or have
links to transaction details.

e Bank Account numbers will be viewable or masked depending on the
agency user role. The COE, COS, and ACS agency roles have the account
number masked. The ROA role will see unmasked account number.
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7 ACH Effective Date Report

The ACH Effective Date Report provides the ability to search for past and future
ACH and Prenotification transactions by effective date and to drill down to a
transaction’s details if it has settled. Information is retrieved for transactions
occurring on a specific range of dates, and can include all your Pay.gov cash flow
applications or only selected cash flows. The report provides information about
ACH transactions, including prenotifications, submitted by any Pay.gov service
you use.

Settled, not settled, recurring, and canceled transactions can be listed in the
results.

Information returned for an ACH transaction includes:

e Pay.gov and Agency Tracking IDs

e transaction dates

e the dollar amount of each transaction
e the status of each transaction

After detail information has been processed, the Pay.gov Tracking ID link may
become a link that opens the ACH Debit Transaction Detail to provide additional
information about a specific debit.

The roles that can access the report are:

e ACS
e (COS
e COE
e (CUS
¢ ROA

7.1 Dates in Report Results

Transaction Searches for
Settled The effective date
Not settled Payment date

(includes Deferred and
One-time payments)

Recurring Next payment date in the schedule.
Returns any installments settled or expected to settle
in specified Effective Date range.

Canceled All dates
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7.2 Entering Search Criteria

You can search by
e A range of up to 31 contiguous effective dates
You can limit your search to return

e Transactions with a one or more specific statuses

e ACH Type
e Transactions for all of your Pay.gov cash flows or only specified cash
flows

1. Select the report in the reports list.

2. Enter or select at least the Effective Date range.

3. Click Run Report.
The run report button is disabled until both From and To effective dates are
entered or selected.

Figure 12: ACH Effective Date Report search

Dashboard > ACH Effective Date Report

ACH Effective Date Report

Enter information into the fields you wish to search. An Effective Date range is required.

Effective Date Range

From

JECT =

To

e [

Collection Status (optional)

L 13

Any

ACH Type (optional)

4

Any

Application Selection (optional)

ik

Any
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Financial ACH Effective Date Report search criteria

Criteria Field

Instructions

Use

Effective Date
From - To

Required.

Enter a date range. A date must
be entered in both the From and
To fields.

The default for the To field is
today’s date.

To search a single date, enter the
same date in both the fields.

You can enter a contiguous
range of up to 31 calendar days.

You can search any 31 day period
in the past 18 months, or your
search period can extend
anytime into the future.

For example, if the current date
is March 1 you could search an
effective date period from
February 20 (past) to March 22
(future).

Used alone or combined
with any other criteria.

Collection Status

The status of the ACH
collection. The default status is

Cannot be used alone.
Must be combined with

list. Your choices are:

e Any
e ACH Debit
e ACH Prenote

You can only chose one type at a
time. If no choice is made, all
ACH types will be returned

(Any).

Optional All if no selection is made. Effective Date.
You can select multiple statuses. | Can be combined with
1. Click on the field to display a all other criteria.
list.
2. Click on each status one at
time to include them in your
search.
See Table 23 for a list of ACH
statuses.
ACH Type Select the type of ACH Cannot be used alone.
Obti transaction from the dropdown | Must be combined with
ptional

Effective Date.

Can be combined with
all other criteria.
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Criteria Field

Instructions

Use

Application
Selection

Select your application from the
dropdown list. Click inside the

Cannot be used alone.
Must be combined with

field to see the list, then click on | Effective Date.

Optional. .. .
the application name to select it.

Can be combined with
To select multiple applications, | all other criteria.

click on one at a time.

If no applications are selected
the report will include summary
information for all your agency
applications.

7.3 ACH Effective Date Search Results Report

The ACH Effective Date Search Results displays summary information for all ACH
transactions occurring in the Effective Date range.

Click on an up or down arrow a column heading to change the listing of items into
descending or ascending order.

Click the Export to PDF or Export to CSV link to

Figure 13: Sample ACH Effective Date Search Results page

Dostboard > ACH Efective Date Repart > feportResults
ACH Effective Date Search Results
Created 06¢11/2020 0%.28 AM ET
JFOF Exportto CSV
#Paygov % Application N # Account # Transaction # Collection #Return  Reject
y 4 Agency Tracking ID $EffectiveDate | #PaymentDate | %Amount #Payer ID
Tracking ID Name Holder Name Date Status Reason Code Reason Code
~d |
Caily Bills ACH e y
-~ : 127012018 |
2524CDF) 199 Bills 10222019064513Q1TFCO2 Debit Recurring '3 60541 A 06/11/2020 ‘ Enter a value to Settled
Guartasty filter the results ‘
CCP ACH Debit 4J
12/10/2019
2524FN7D 199 Bills 74160004332 Recurring 05/11/2020 06/11/2020 $157.32 Settled
el ; 6:20:01 M
~—_ Quarterly
. Daily Bills ACH
i Click Paygov Bl 0311012020 )
2525QIHT ‘ . . 9 TouAdd DebitRecuring | L 06/11/2020 06/11/2020 $157.32 Settled
Tracking ID to view Quarterly g
4‘ transaction details
05/19/2020
2526P500 Lo Faetanini 06/11/2020 1 o611/2020 $245.00 Settled
10:40:15 AM
05/20/2020 -
2526PAAS 199 8ills 5202020013155 Faetanini 05/11/2020 06/11/2020 245,00 Settled
1:32:39PM
0s/20/2020
2526PARS 199_gills 05202020013423 Faetanini 06/11/2020 06/11/2020 $245.00 Settled
1:35:20 M
Displaying 1-6 076 Rems Rows per page
n 50 10
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Table 4: ACH Effective Date search results columns

Column

Description

Pay.gov Tracking ID

7.3.1 The ID Pay.gov assigned to the ACH debit
transaction. If your role allows, may link to
transaction and payment details and
history. See Viewing Transaction Details

Click on a transaction’s Paygov Tracking ID to view
the details.

Figure 14: Sample ACH debit transaction detail for a
sample detail.

Application Name

The agency application the ACH transaction is
paying.

Agency Tracking ID

The ID your agency created and assigned to the ACH
transaction.

Account Holder Name

The full name of the individual or entity having the
ACH account used for the transaction.

Transaction Date

The date and time the ACH transaction was entered
in Pay.gov. The transaction date can be any day
whether or not it is a business date and includes
weekends and holidays.

Effective Date

The date the money will be debited from the
checking or savings account and the date your
agency will receive the funds.

Payment Date

The same as the effective date.

Amount

The dollar amount of the ACH payment.

Collection Status

Status of the ACH payment. See Table 23.

Payer ID

Included only if ACH Adapter and Payer Profile are
used, otherwise, the field is blank. The Pay.gov ID
assigned to the customer who created the
transaction.

Return Reason Code

A code indicating why the ACH transaction was
returned for any reason. See section 7.4.

7.3.2 Viewing Transaction Details

Click on a transaction’s Paygov Tracking ID to view the details.
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Figure 14: Sample ACH debit transaction detail

Home > Reports Overview > Report Criteria > ACH Effective Date Search Results > Transaction Detail

ACH Debit Transaction Detail

Created 02/28/2017 10:37 AM ET

Save as: PDF CSV

Agency: FTCDNC Application: 944DNC

Transaction Information

Pay_gov Tracking 1D
Agency Tracking 1D
Account Holder Name:
Transaction Date(ET)
Transaction Amount
Frequency

Payment.

Email Address
Account Type

Bank Account

Routing Number:

25PJDB48
20160428112043571
Frankie Q BYRON
04/28/2016 11:15:26 AM
$25.00

Monthly

100f 10

Collection Status:
Effective Date:
Deposit Ticket
Debit Voucher.

Retumn Reason Code:
ACH Type:
Username.

Settied
02/03/2017 12:00:00 AM
002123

QACertFTCDNCO4

PersonalChecking
Q0T
021000021

7.3.3 Filtering Results

You can filter (limit) the transactions displayed in the report be entering a value in
any of the filter fields along the top of the report.

For example, entering 245 in the Amount field causes only transactions for $245 to
be shown.

7.3.4 Reordering Results

Click either arrow in a column heading to redisplay transactions in either
ascending or descending value order.

7.4 Return Reason Codes

Table 5 lists a representative subset of ACH debit return reason codes that can be
received from the customer’s bank and the subsequent action. Items with return
reason codes “Roi- Insufficient Funds” and “Rog - Uncollected Funds” may be
represented if that option is chosen by the agency; all other items would be retired.
An ACH debit collection may be represented up to two times after the initial
presentment. If the collection is still not settled after the designated number of
representments, it will be retired.

Table 5: ACH Return Reason Codes

Return Reason Code Description Pay.gov Disposition

Ro1 Insufficient Funds Can be represented. Your
agency defined the
number of representments
allowed in your
Application Configuration
Template (ACT) for your
Pay.gov cash flow.

Roz Account Closed Retired

Ro3 No Account/Unable To Retired

Locate Account
Rog Invalid Account Number Retired
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Return Reason Code Description Pay.gov Disposition
Ro6 Returned Per ODFI Request Retired
Ro7y Authorization Revoked By Retired
Ro8 Payment Stopped Retired
Rog Uncollected Funds Can be represented
Rio Customer Advises Not Retired
Authorized
Ri4 Representative Payee Retired
Deceased
Ri6 Account Frozen Retired
R20 Non-Transaction Account Retired
R21 Invalid Company Retired
Identification
R22 Invalid Individual ID Number | Retired
R24 Duplicate Entry Retired
Rz29 Corporate Customer Advises Retired
Not Authorized
R85 Incorrectly Coded Outbound | Retired

International Payment
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8 Activity File Download Query

Activity files provide detailed information for collection transactions taking place
on the requested day. Pay.gov provides a number of activity files, each providing
information about different transaction and payment method. They are generated
daily and are downloaded from Pay.gov.

If used by your agency, information, such as custom collection fields and agency
memo, will be included in an activity file.

The roles that can access the report are:

e COS
e COE
¢ ROA
e ACS

8.1 Activity File Format (Version 4.3)

Downloaded activity files are in XML format, suitable for import into your agency
systems using the schema provided by Pay.gov. You may also read them either
directly or after applying an XSL stylesheet.

The data elements used may differ slightly between activity files, depending on the
data provided.

Use this report to download the appropriate activity files for your agency
transactions.

Note: Activity Files can also be downloaded using the Activity File
Service and Report Download Servlet, but the CBP Duties
Activity File and the Education Activity File are only
available with the Activity File Service and The Report
Download Servlet. See section 21 for instructions.

The Form Attachment Activity File is available separately.
See section 22 for instructions.

8.2 Customization

Activity file format or content cannot be customized.

8.3 Activity File Descriptions

Table 6: Descriptions of the activity files

Activity File Data Included

ACH Provides details on the ACH debit settled items for the day of
Activity File request, and the retired and failed items from the previous day.
Billing Activity Contains bill data and activity for any bill event on the requested
File day.
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Activity File

Data Included

CC Activity File

Provides credit card and debit card activity for the requested day.
Transaction items include sales, forces, voids, credits, and
authorizations, both successful and unsuccessful.

Collections
Activity File,

Collections
Activity File v2

Two versions of this file are available to agencies: version 1 and
version 2.

Version 1 contains ACH debit, ACH prenote, credit card,
notification of change, bill, and form data for an agency.

Version 2 of this file provides the same information as the version 1
file and includes several data elements used by the Treasury as part
of the Central Information Repository (CIR). Additionally, several
elements have been renamed as well as new elements added to
support Pay.gov Trusted Collection Web Services (TCS). The XML
elements in the version 2 file were reorganized to conform to
industry-standard XML coding practices.

Both activity files show the actual date an ACH transaction was
created (create date)

Digital Wallet
Activity File

Contains settled Amazon Pay and PayPal transaction items and
refunds for the date of the request, Additional digital wallet
providers will be added as they become available.

Note: The format of this file differs for that of other activity files.

This XML file is formatted so it is essentially one long string with
no unnecessary white space. The formatting follows industry best
practice.

Form
Activity File

Contains form data for all successfully submitted forms for the
requested day. Refer to section 21.7 for details.

Form Activity File
XSL

Contains form data for all successfully submitted forms for the
requested day. Refer to section 21.7 for details.

8.4 Activity File Availability

Each standard Pay.gov activity file is run at different times during the day. Once
the activity file has completed running, the output is delivered to the HTTPS site,
where it is available for retrieval.

Table 7: Activity file availability times (may be affected by processing and system delays)

Activity File Availability (ET)
ACH Activity File Daily 11:00 A.M.
Billing Activity File Daily 2:00 A.M.
CC ActivityFile Daily 8:00 A.M.
Collections Activity File Daily 11:00 A.M.
Collections Activity File v2 Daily 11:00 A.M.
Digital Wallet Activity File Daily 11:00 AM
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Activity File Availability (ET)
Form Activity File Daily 2:00 A.M.
Form Activity File XSL Daily 2:00 A.M.

If you attempt to access or download the activity file too early, you may receive
incomplete data.

Note: If you specify the current date when requesting the billing
activity file, the credit card activity file, the forms activity
file, or the forms activity file XSL, you will receive the
previous day’s data.

8.5 Entering Search Criteria

1. Sign in to the myagency website, https://pay.gov/\myagency/.
2. Click the Reports link.
3. Select Activity File Download Query.
a. For the Collections Activity File, Collections Activity File v2, and the Form
Activity File, select the download file format: XML or JSON (Figure 16).
4. Enter the information and select an activity file. Only one activity file can be
selected at a time (Figure 15: Activity File Download Query).

Important! All search criteria fields are required.

5. Enter or select an activity date. The default is today’s date, but you may enter a
date up to 180 days in the past. (You cannot enter a date range.)
6. Click Run Report
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Figure 15: Activity File Download Query

Dashboard > Activity File Download Query

Activity File Download Query

User Name

Password

|:| Show password

Agency ID

110

Name of Activity File

@) ACH Activity File

(O Billing Activity File

CC Activity File
Collections Activity File
Collections Activity File v2
Digital Wallet Activity File
Form Activity File

Form Activity File XSL

40



Agency Guide to the Reporting Service and Activity Files

Figure 16: Example XML or JSON choice for Form Activity File

Agency 1D

2222

Name of Activity File
() ACH Activity File

O Billing Activity File
O CC Activity File
O Collections Activity File
O Collections Activity File v2
O Digital Wallet Activity File
@ Form Activity File

@ xMLOoutput

() 150N Output

(O Form Activity File XsL

Date

|
| 01/19/2021 n

Table 8: Activity File Download search criteria

Criteria Field Instructions

User Name Your Pay.gov username is automatically entered.

Required You can enter a different username if it is valid for the
username and the agency ID.

Password Enter your Pay.gov password. It must be valid for the

Required username and agency ID.

Agency ID Your Pay.gov agency ID is automatically entered.

Required You can enter a different agency ID.

Name of Activity | Select the desired activity file. Only one file may be selected

File at a time.

Required For the Collections Activity File, Collections Activity File v2,
and the Form Activity File, select the download file format:
XML or JSON.

The Date of the | Enter or select the date of the activity file you want to

Activity File download.

Required The date defaults to the current date, or you can enter a

date up to 180 days in the past. See section 8.4 for
information on when an activity file is available.
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Criteria Field Instructions

Run Report Click the button to create the report. The button is disabled
until all information for the query is entered. The XML
report opens in a new tab.

8.6 Activity File Character Set

Table g lists the characters that may be included in an activity file request or the
returned report.

Table 9: Characters included in Activity Files

Character Description

CR Carriage Return

DEL Delete

HT Horizontal Tab

LF Line Feed

A-Za-z Uppercase and lowercase letters
0-9 Numbers

! Exclamation point

Double quote

# Pound sign, hash mark

$ Dollar sign

% Percent sign

& Ampersand

‘ Apostrophe or single quote
( Open parenthesis

) Close parenthesis

* Asterisk

+ Plus

, Comma

- Hyphen, minus, or dash

Period
/ Forward slash
@ At sign

Colon
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Character Description

; Semicolon

< Less than

= Equals

> Greater than

? Question mark

[ Left square bracket

\ Backslash

] Right square bracket

A Caret

_ Underscore

' Acute, back quote, or grave accent
{ Open brace or curly bracket
| Pipe or vertical bar

} Close brace or curly bracket
~ Tilde

Other characters outside of the above range that are reduced to their HTML codes,
such as ASCII block characters, only show if they are displayed in a browser.

Any characters not converted to HTML characters by a Pay.gov interface are
replaced with a SPACE.

8.7 Downloaded Activity File XML

The activity file opens in a new browser tab or window. XML file is the default for
all activity files.

The file downloaded is the raw XML code for a particular activity file. This allows
you to quickly view a particular parameter without having to view the code using a
stylesheet or the download service or servlet (see section 20).

Figure 17: Sample of returned XML (Collections Activity File raw XML)

<Collections_Info>
<file_header>
<application_name>980DHSCGFINCEN</application_name>
<agency_id>980</agency_id>
<agency_form_number/>
<omb_form_number/>
<treasury_account_symbol/>
<percent_of_amount>100.00</percent_of_amount>
</file_header>
<ach_debit>
<body_item>
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<item_header>
<deposit_ticket_number>467365</deposit_ticket_number>
<total_amount_of_sf215>73.00</total_amount_of_sf215>
<number_of_collections>1</number_of_collections>
<total_of _all collections>73.00</total_of_all collections>
</item_header>
<item_detail record>
<paygov_tracking_id>24TNGLDK</paygov_tracking_id>
<agency_tracking_id>74012190116</agency_tracking_id>
<transaction_amount>73.00</transaction_amount>
<collection_method>ACH</collection_method>
<deposit_ticket_number>467365</deposit_ticket_number>
<effective_date>11/16/2016</effective_date>
<collection_status>Settled</collection_status>
<account_holder_name>test</account_holder_name>
<transaction_date>2016-11-14T11:11:10</transaction_date>
<agency_memo/>
<payments_count>1</payments_count>
<number_of_payment>21</number_of_payment>
<form_instance_xml>
<DOI_Mustangs_vi1>
<RemittanceNetAmount>73.00</RemittanceNetAmount>
<PaygovCollection/>
</DOI_Mustangs_v1>
</form_instance_xml>
</item_detail_record>
</body_item>
</ach_debit>
<file_footer>
<file_name>CollectionsActivityFile_11162016.xml</file_name>
<file_creation_date>2016-11-18T11:39:27</file_creation_date>
</file_footer>
</Collections_Info>

8.8 Downloaded Activity File JSON

The activity file opens in a new browser tab or window.

The file downloaded is in JSON file format if that option has been selected. This
allows you to quickly view a particular parameter without having to view the code
using a stylesheet or the download service or servlet (see section 20).

Figure 18: Sample of returned JSON file (Form Activity File)

: "FormActivityFile 01
30
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9 Adapter File Status

The Adapter File Status Report is only available to users at agencies using the ACH
Collections Adapter to submit their transactions to Pay.gov. The online report
provides information about files sent to the adapter, such as

e their status
e the total dollar amount of transactions included in the file
e transaction exceptions in the file

The roles that can access the report are:

e (COS
e COE
¢ ROA
e ACS

9.1 Entering Search Criteria

You can search by

e FileID
e File create date

You can limit your search to return

e A specific file status
e Transactions in the file for a specific application
e All submitted files or only files containing exceptions

1. Select the report in the reports list.

2. Enter or select at least the File ID or File Create Date.
3. Click Run Report.
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Figure 19: Adapter File Status search

Dashboard > Adapter File Status Report

Adapter File Status Report

File ID (optional)

File Status (optional)

L

Any

File Create Date

ey [

Files to Display

@ All

O Only those with exceptions

Application Selection (optional)

L L]

All Applications

Table 10: Adapter file status search criteria

Criteria Field Instructions Use

File ID Enter the ID your agency Used alone or can be
Required if File assigned to adapter file. used with all other
Create Date is not criteria including File
entered Create Date.

File Status Select a status from the Can be used with all

Optional, defaults dropdown list. other criteria.

to any status. You can select Any status or just
one of the statuses.

Available statuses are:

e Any
o Completed

46



Agency Guide to the Reporting Service and Activity Files

Criteria Field

Instructions

Use

e Duplicated
e Failed
e In Process

File Create Date

Required if File ID
is not entered.

Enter or select the date the
adapter file was created.

The date must be within the last
30 days.

Used alone or can be
used with all other
criteria including File
ID.

Files to Display

Optional, defaults
to All

Select one of the options, All or
Only those with exceptions.

All will include with and
without exceptions in the
report/

Can be used with all
other criteria.

Application
Selection

Optional, defaults
to all applications

Select your application from the
dropdown list to limit the report
to one application.

Click inside the field then click
on the application name to
select it.

You can select multiple
applications.

If no application is selected the
report will include results for all
your agency applications.

Can be used with all
other criteria.

Run Report

Click the button to create the
report. The button is disabled
until all information for the
query is entered.

9.2 Adapter File Status Report

Figure 20: Sample Adapter File Status Results

Tunesty

Adapter File Status Results AN
W i ET
L Fumbe: of
File 1 Fibe SLamas Fimramen P Creste Date (ET) Tiasilbadrk TR fEg Eurpes
Aqery (e ERPRET DY Sae tmes e s o ey BLCvE OIS
Cirrpieied 20150 Rt ST B 08 dodes my T L]
Comginies S0 IGO0 R0 dE e SRR 16 6 0 AU ] M 17 ]
Corrgiied SN0VA4321 190000 A0 VR0 15 T4 M ] T L]
CoTgaties PR B ST PRI T PU § B8 54 ]
ER i =T o
Ag e APPRCIbOE b oo e e B0 G
TN D Compinies FERECTE R T T IR T HOTI I G I8 A [ A
B EH T Corrpiied 20150 vaE 4RI 1R i e P 5 L GFR] ]
Fabiotar g
gty gt b v BLC+E B FOO
LT [ PRGN A QLI [] Wi ]
TR0 WG TRETE Compiried IO UEH AT 1600600 dat QRIS TP -] =P L]
10
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Table 11: Adapter files status report columns

Column Description
File ID ID provided by your agency.
File Name Name provided by your agency.

File Status

Can be:

e Completed
e Duplicated
e Failed

e In process

File Create Date (ET)

The date the file was created.

Number of Transactions

Total number of transactions contained in the
file.

Total Amount

Total amount of all transactions in the file, in
dollars and cents.

Number of Exceptions

Total number of file level or transaction level
exceptions that occurred during processing.

If greater than zero, the number is a link that
opens the Exceptions Detail.

9.3 Exceptions Detail

On the Adapter File Status Results report, click on the number or exceptions for a

file, if greater than zero.

The Exceptions Detail lists

e Exceptions grouped by agency and collection application
e A reason for the exception

Figure 21: Sample adapter files exception search results detail (no data)

Home > Reports Overview > Back to Report Criteria > Back to Adapter File Status Results > File Exceptions

Adapter File Exception Search Results

Created 11/14/2016 9:08 AM

SENSITIVE BUT UNCLASSIFIED USE ONLY(SBU)

Pay.gov is unable to process your request at this time. Please try again later or contact Pay.gov Customer Service

Agency: Application:

Exception Time Stamp(ET)

Exception Reason

SENSITIVE BUT UNCLASSIFIED USE ONLY (SBU)
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Table 12 Adapter file exception search results detail columns:

Column Description

Exception Time Stamp (ET) The date and time the transaction was
determined to be an exception by the
processor.

The time stamp is Eastern Time, which may
differ from the local time the exception was
determined.

Exception Reason A code explaining the reason for the
exception.
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10 Billing Search Query

The Billing Search report is available only to users at agencies using the eBilling
Web Service or eBilling Online. It provides information on ebills created through
Pay.gov. The report includes:

Pay.gov Tracking ID assigned to the ebill

The Billing Account Number (BAN) the ebill was created for
The date the ebill was issued

The amount of the ebill

eBill payment collection status

Depending on your role, you may be able to view a particular bill and its payment
transactions.

The roles that can access the report are:

COS
COE
ROA
ACS

10.1 Entering Search Criteria

You can search by

Billing Account Number

Pay.gov Tracking ID

Agency Tracking ID

A date or date range when the ebill was created
A date or date range when the ebill was issued

You can limit your search to return

A specific ebill status

A specific collection status

eBills created by a specified agency user

All ebills above a minimum amount

All ebills below a maximum amount

All ebills with an amount between a minimum and maximum
eBills created for one or more collection applications

1. Select the report from the reports list.

2. Enter or select at least one of the following: Billing Account Number, Pay.gov
Tracking ID, or Agency Tracking ID.

3. Click Run Report.
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Figure 22: Billing search query

52

Dashboard > Billing Search Query

Billing Search Query

Enter information into fields you wish to search. Searching by Pay.gov Tracking 1D or Agency Tracking 1D will disable all other searchable fields.

Billing Account Number (optional)

Pay.gov Tracking ID (optional)

Agency Tracking ID (optional) D Maich Case

Bill Status (optional)

‘ Please select billing status b

Collection Status (optional)

‘ Please select collection status M

User's Last Name (optional)

Transaction Date/Time (ET) (optional)

T -
v

From

~

Issue Date (ET) (optional)

From

Amount Minimum (optional)

Amount Maximum (optional)

Application Selection (optional)

@

‘ Any
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Table 13: Billing search criteria

status descriptions.

Criteria Instructions Use
Billing Account | The BAN used for the ebill(s) to | Used alone or combined
Number be in the report. with other criteria except
. Pay.gov Tracking ID or

Optional. Agency Tracking ID.
Pay.gov Tracking | The tracking ID assigned to the | Must be used alone. If
ID ebill and transaction by Pay.gov. | used all other criteria
Optional and The Pay.gov Tracking ID is fields are disabled.
Exclusive. unique to the instance of the

ebill.

The ebill and its associated

payment have different Pay.gov

Tracking IDs.
Agency Tracking | The tracking ID created by your | Must be used alone. If
ID agency and assigned to the ebill. | used all other criteria
Optional and fields are disabled.
Exclusive.
Match Case Check the box to instruct the

query to exactly match the case

of the Agency Tracking ID.
Bill Status Select a status from the Must be combined with
Ooti dropdown list. See Table 14 for Billing Account Number,

ptional.

Transaction Date/Time,
or Issue Date and can
include other optional
criteria.

Collection Status

Optional.

Select a status from the
dropdown list. See

Table 15 for status descriptions.

Must be combined with
Billing Account Number,
Transaction Date/Time,
or Issue Date and can
include other optional
criteria.

User’s Last Name

The last name of the agency user
who created the ebill.

Must be combined with
Billing Account Number,

Optional Transaction Date/Time,
or Issue Date and can
include other optional
criteria.

Transaction A date range when a transaction | Used alone or combined

Date/Time (payment) was created for the with other criteria except

From/To ebill.
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defaults to today’s date.

After a date is entered, you can
specify a time range when the
transaction was created.

Both the date and time must be
Eastern Time. For example, a
transaction created at 11:00 pm
Pacific Time on January 2™ was
actually created at 2 am ET on

January 3"

Criteria Instructions Use
Optional. Enter a date range. Both From Pay.gov Tracking ID or
and To must have a date. To Agency Tracking ID.

Can be used with Issue
Date.

Issue Date/Time
range. From - To

A date range of dates when the
bill could have been issued.

Used alone or combined
with other criteria except

amount within the range will be
returned in the report.

If no Amount Minimum is
specified, all bills/transactions
with the maximum amount and

Optional. Enter a date range. Both From Pay.gov Track‘lng ID or
and To must have a date. To Agency Tracking ID.
defaults to today’s date. Can be used with
After a date is entered, you can Transaction Date/Time.
specify a time range when the
transaction was created.

Both the date and time must be

Eastern Time. For example, a

transaction created at 11:00 pm

Pacific Time on January 2™ was

actually created at 2 am ET on

January 3"
Amount Enter a minimum dollar amount | Must be combined with
Minimum If only the minimum dollar Billing A.CCOl.ll’lt Nurpber,

. . Transaction Date/Time,

Optional. amount is entered, all
bills/transactions for that of Issue Date and‘ can
amount and higher will be 1n.cluc.1e other optional
returned. criteria.

Amount Enter a maximum dollar amount | Must be combined with

Maximum for the search. For a range, only | Billing Account Number,

Optional. transactions with a dollar Transaction Date/Time,

or Issue Date and can
include other optional
criteria.
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Criteria Instructions Use
less will be included in the
report.
Application Select your application from the | Must be combined with
Selection dropdown list. Click inside the Billing Account Number,
Ooti field to see the list, then click on | Transaction Date/Time,
ptional .. .
the application name to select it. | or Issue Date; and can
include other optional
criteria.
Run Report Click the button to run the

report. The button is disabled
until a value is entered or
selected for at least one of the

fields.
Table 14: Bill Status

Bill Status Definition

Any Default. Returns transactions with all statuses.

Accepted The data to create the ebill was received and accepted by
Pay.gov.

Activated The ebill is available to be paid.

Cancelled The ebill was canceled by your agency. It is no longer active
and cannot be paid.

Deactivated The ebill can no longer be accessed by the customer.

New A new ebill has been created and the notice has been sent to
the customer.

Rejected The ebill was not created. Some bill data was incorrect.

Retired An issued ebill is no longer payable. It may not have been
paid on time. It may have been overlayed

Saved The customer viewed and saved the ebill.

Submitted The customer submitted a payment for the ebill. The
payment may not yet be settled.

Viewed The ebill was accessed and viewed by the customer but not
yet paid.
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Table 15: Collection Status

Collection Definition

Status

Any Default. Returns transactions with all statuses.

Cancelled Transaction has been canceled (ACH).
For recurring payments, remaining transactions are
canceled.

Denied Transaction denied by the processor (PayPal).

Failed Transaction could not be processed due to a problem with
the payment data or insufficient funds (ACH, Credit/Debit
Card).
For recurring payments, one of the transactions in the series
could not be processed.

Pending Transaction received by Pay.gov, and will be forwarded to
the processor for settlement (ACH, Amazon Pay,
Credit/Debit Card, PayPal).

Received Transaction has been received by Pay.gov (ACH).
For recurring payments, the status until all payments have
been made. For deferred payments, the status until payment
is sent for settlement.

Retired Transaction not completed and returned (ACH).

Scheduled Transaction in a series of scheduled payments (ACH,
Credit/Debit card).

Settled Transaction complete and entry made in the CIR (ACH,
Amazon Pay, Mobile/Ecommerce, PayPal).
For recurring payments, last payment has been made.

Submitted Received for processing (Amazon Pay, PayPal, Mobile /
eCommerce).

Success Transaction complete (PayPal). Transaction authorized, data

correct and funds available (Credit/Debit Card).
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10.2 Billing Search Results Report

The Billing Search Results report displays all bills that match the search criteria.
Information is grouped by agency and then your agency billing applications.

Figure 23: Sample Billing Search Results page (created using only Transaction Date criteria)

Billing Search Results
Created 10/27/2016 1:26 PM ET

Pay.gov

Agency Application Tracking ID

DHSCGFINCEN

DHSCGFINGEN 980DHSCGFINCEN ~ 24TNEV2B

Agency Tracking ID Nu

980DHSCGFINCEN  24TNEV2C ceseee

testing61 Tmoe.

Report Citeria » Billing Search Resuits

Billing Account

User Name Bill Status Issue Date Amount  Collection Status  Date/Time(ET)

a55createban New 0192016 51.00 1011972016 1:15:00
PM

testestersereatan New 01192016 §143,076.00 1D/1972016 1:15:00

FM

0|25 50 100

Table 16: Billing search results report columns

Column Description

Agency Your agency.

Application The agency application the ebill was created for.

Pay.gov Tracking ID The ID Pay.gov assigned to the ebill. Depending on
your role, this may be a link that displays the bill as
it is displayed on Pay.gov.

Agency Tracking ID The ID your agency created and assigned to the ebill.

Billing Account Number

The BAN (customer billing account) the ebill was
created for.

User Name

The username of the agency user who created the
ebill.

Bill Status

The ebill’s status. See Table 14.

Issue Date The date the ebill was created in Pay.gov (Eastern
Time).
Amount The amount that was billed.

Collection Status

Status of the payment for the ebill. See

Table 15. Depending on your role, the status may
link to information on the transaction and payment
details and history.

Date/Time ET

Date of the last activity for the ebill.
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10.3 Bill Detail

If your role permits, the Pay.gov Tracking ID will be a link. Click the link to view
the issued ebill, which will include what was billed for and any agency custom

billing fields.

Figure 24: Sample bill detail

980DHSCGFINCEN
DHSCGFINCEN

Billing Account Number: 2icstestcrscreatban

testings11

611 testmo

Bill Details

Total Amount Due $149,076.00
Issue Date October 19, 2016
Due Date October 22, 2016
Agency Tracking ID testing611moe
test test
test test
Line ltems

Quaniity, ltem ID Name Description Price Total Amount
123 123123123 123123 121 1212.00 148,076.00
Amount Due $148,076.00

10.4 Transaction Detail

If your role permits, click the ebill’s collection status to view the transaction and
payment details for the bill. Information in the detail will differ according to the

payment method used by the customer.
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11 Collection Voucher Report

The Collection Voucher Report does provides a summary list of vouchers for the
effective date searched. A detail report summarizes the individual transactions
included in a voucher and further allow viewing the details for a specific
transaction.

The information available in the summary includes:

e Voucher number and type

e Payment type (method)

e Number of transactions and total dollar amount for each payment type

e The grand total for transactions and dollar amount of all vouchers in the
report

Detail reports summary data for all transactions included in a voucher.
Individual transaction details include the deposit ticket number.

The roles that can access the report are:

e (COS
e COE
¢ ROA
e ACS

11.1 Entering Search Criteria

You can search by
e Voucher effective date
You can limit your search to return

e A specific voucher number
e A specific payment type
e One or more specific applications

1. Select the report from the reports list.

2. Select or enter at least the effective date.
3. Click Run Report.
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Figure 25: Collection Voucher Report search

Dashboard = Collection Voucher Report

Collection Voucher Search

Effective Date:

e [

Voucher Number: (optional)

Payment Type (optional)

Any

L13

Application Selection (optional)

Any

L L]

Table 17: Collection voucher search criteria

Criteria Field Instructions Use
Effective Date Select or enter the date when Must be selected. Used
Required the voucher became effective. alone or combined with
q ' The effective date can be any other criteria.

date in the previous 3 months.
Voucher Enter a specific voucher number | Can be used with all
Number that you want information on. other criteria.
Optional. If no voucher number is

selected, all vouchers for the

effective date will be included in

the report.
Payment Type Select a payment type from the | Can be used with all
Optional drop down list. Only payment other criteria.

types accepted by your agency

are listed.
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Criteria Field

Instructions

Use

The default is any, which will
include all payment types in the
report.

Choices can include:

e Any

e ACH

e Credit Card (includes Debit
Card)

e PayPal

e Amazon

Application
Selection

Optional

Select your application from the
dropdown list. Click inside the

field to see the list, then click on
the application name to select it.

Can be used with all
other criteria.

Run Report

Click the button to run the
report. The button is disabled
until a value is entered or
selected for at least the Effective
Date field.

11.2 Collection Voucher Summary Report

The Voucher Summary report lists the vouchers and voucher amounts, for the

effective date searched, grouped by agency and collection application. Depending
on the search criteria, multiple vouchers may be listed.

Figure 26: Sample Voucher Summary report for an effective date

Created 032112019 10/48 Al

Voucher Summary for Effective Date 09/20/2016

Grand Tetal:

Table 18: Voucher Summary columns

Column or Label

Description

Voucher Number

application.

The voucher number, grouped by collection
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Column or Label Description

Voucher Type Whether the voucher is a credit or debit voucher,
grouped by collection application.

Payment Type The payment type (method) of the transactions
included in the voucher.

Number of Transactions | The total number of transactions included in the
voucher. If your role permits, click on the number to
view a list of the transactions.

Net Total The count and amount is the row is the result of
credits minus debits.

Total Amount The total dollar amount of all transactions included
in the voucher.

Subtotal The total number of transactions and their total
dollar amount for all transactions included in the
voucher (debits and credits).

Grand Total The total number of transactions and the total dollar
amount for all vouchers listed in the report (debits
and credits).

11.2.1 Voucher Transaction Search Results

The Voucher Transaction Search Results report opens when you click on the
number in the Number of Transactions column.

It displays summary information about the individual transactions included in the
voucher, including their Pay.gov and Agency tracking IDs.
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Figure 27: Voucher Transaction Search Results

Reports Overview > Report Criteria > Voucher Summary > Transaction Search Results

Voucher Transaction Search Results

Created 11/23/2016 2:02 PM
Export to PDF  Export to CSV

Agency: VADMC Application: ALC+2: Voucher Number: Effective Date: Payment Type:
987VADMC 3600033501 773119 11/23/2016 ACH Debit
Pay.gov Agency Tracking Transaction Transaction Date
Tracking ID ID Amount (ET) Transaction Type Collection Status
25Q700E3 74967941570 $55.55 11/21/2016 12:00:00 ACHDebit Settled
AM
250AEH2F 9874612447 $157.32 03/10/2015 12:00:00 ACHDebit Settled
AM
250GIN5SD 9874612828 $157.32 03/24/2015 12:00:00 ACHDebit Settled
AM
250GC7CG 9874612795 $157.32  03/24/2015 12:00:00 ACHDebit Settled
AM
25Q700P8 74967941927 $55.55 11/21/2016 12:00:00 ACHDebit Settled
AM

Table 19: Agency and voucher information for a Voucher Transaction Search Results report

Column or Label

Description

Agency Your agency name in Pay.gov
Application Your agency collection application
ALC+2 You're Agency Location Code with the two-digit

suffix assigned by Pay.gov.

Voucher Number

The number assigned to the voucher that includes
the listed transactions.

Effective Date

The effective date of the voucher.

Payment Type

The payment method (type) used for the listed
transactions.

Table 20: Transaction information for a Voucher Transaction Search Results report

Column or Label

Description

Pay.gov Tracking ID The ID assigned to the transaction by Pay.gov.
Click on the ID to open that transaction’s detail
information.

Agency Tracking ID The ID assigned to the transaction by your agency.

Transaction Amount

The dollar amount of the transaction.

Transaction Date

The date and time the transaction occurred.
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Column or Label

Description

Transaction Type

The transaction type, such as ACHDebit, Credit
Card.

Collection Status

The status of the collection associated with the
transaction (see Table 21).

Table 21: Voucher Transaction Search Results collection status

Collection Definition

Status

Cancelled Transaction has been canceled (ACH).
For recurring payments, remaining transactions are
canceled.

Denied Transaction denied by the processor (PayPal).

Failed Transaction could not be processed due to a problem with
the payment data or insufficient funds (ACH, Credit/Debit
Card).
For recurring payments, one of the transactions in the series
could not be processed.

Pending Transaction received by Pay.gov, and will be forwarded to
the processor for settlement (ACH, Amazon Pay,
Credit/Debit Card, PayPal).

Received Transaction has been received by Pay.gov (ACH).
For recurring payments, the status until all payments have
been made. For deferred payments, the status until payment
is sent for settlement.

Retired Transaction not completed and returned (ACH).

Scheduled Transaction in a series of scheduled payments (ACH,
Credit/Debit card).

Settled Transaction complete and entry made in the CIR (ACH,
Amazon Pay, Mobile/Ecommerce, PayPal).
For recurring payments, last payment has been made.

Submitted Received for processing (Amazon Pay, PayPal, Mobile /
eCommerce).

Success Transaction complete (PayPal). Transaction authorized, data

correct and funds available (Credit/Debit Card).
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Voucher Transaction Detail
A transaction detail opens when you click on a transaction’s Pay.gov Tracking ID.

The detail differs depending on the payment type, but provides additional
information about the transaction and its status.

Figure 28: Sample transaction detail

Reports Overview > Report Criteria > Voucher Summary > Transaction Search Results > Transaction Detail

Save as. PDF CSV

ACH Debit Transaction Detail

Created 11/23/2016 2:04 PM

Agency: VADMC Application: 987VADMC
Transaction Information
Pay.gov Tracking ID:  25Q700E3 Collection Status:  Complete
Agency Tracking ID: 74967941570 Effective Date:  11/23/2016 12:00:00 AM
Account Holder Name End2End CCP Debit Future Deposit Ticket: 773118
Transaction Date(ET) 11/21/2016 11:59:44 AM Debit Voucher:
Transaction Amount: $55.55 Return Reason Code:
Frequency OneTime ACH Type:
Payment: 10f1 Username:
Email Address. zman@clev.frb.org
Account Type: BusinessSavings

Bank Account.  "TTTTTTTTTTI456
Routing Number: 041000124

Custom Collection Fields
notDisplay Custom Fi... CustomCollectionFiel...
Custom Field 10 CustomCollectionFiel...
notdispaly Custom Fi... CustomCollectionFiel...
Custom Field 12 CustomCollectionFiel...
Encrypted Custom Fie... CustomCollectionFiel...
notDisplay Custom Fi... CustomCollectionFiel...
Tony Test Custom Fie... CustomCollectionFiel...
notDisplay Custom Fi... CustomCollectionFiel...
Custom Field 06 CustomCollectionFiel...
notdispaly Custom Fi... CustomCollectionFiel...
Custom Field 08 CustomCollectionFiel...
notdisplay Custom Fi... CustomCollectionFiel...
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12 Collections Search Download

The Collections Search CSV Download is used to download two comma separated
values (CSV) files. These files provide summary and detailed information on the
transactions specified by your search. The csv files are optimized for direct import
into your agency system or import into a spreadsheet.

See section 3.4.5 for an explanation of a csv file.

A report may include ACH Debit, credit and debit card, and digital wallet
transactions.

12.1 Report Data Source

Data in the Collections Search CSV Download report is from Pay.gov’s Near-line
Database Extract. As a result the report may not display data for transactions
occurring within the preceding hour. For example, ACH data is refreshed hourly,
so data settled, retired, or entered within the last hour may not be available.

For ACH transactions, in the unlikely event the payment amount of a deferred or
recurring ACH Debit transaction was modified, the report will not show the
updated transaction amount until the business day before it settles.

Depending on the search criteria, the report can include ACH Debit, ACH Pre-
notification, plastic card (credit and debit card) and digital wallet data along with
corresponding custom collection fields.

The roles that can access the report are:

e (COS
e COE
¢ ROA
e ACS

12.2 Entering Search Criteria

You can search by
e Transaction Date Range
You can limit your search to return

e Payment Type (method)
e Collection Status
e Application

1. Select the report from the reports list

2. Enter or select at least the date range.
3. Click Run Report.
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Figure 29: Collections download CSV search criteria

Pay.gov

‘Agency Collections

P coovonns

Dwolla data is available real-time.
Transaction Date/Time (ET):
To

Payment Type
Collection Status

Application Selection

Transaction Search

Collections Search CSV Download Query

Enter information into fields you wish to search. Note: ACH data is refreshed hourly so data settied, retired, or entered within the last hour is not available. Plastic card, PayPal, Amazon, and

HH o MM | AM

Start date (mmvddiyyyy)

HH oMM | Am

End date (mmiddiyyyy.

Any

X =

Any

Select an application

eBilling

Table 22: Collections download search criteria

Criteria Field

Instructions

Use

Transaction
Date/Time
(ET)From/To

Required.

Enter a date range. Both From
and To must have a date. To
defaults to today’s date.

The range must be 31 days or less

After a date is entered, you can
specify a time range when the
transaction was created.

Both the date and time must be
Eastern Time. For example, a
transaction submitted at 11:00
pm Pacific Time on January 2"
was actually created at 2 am ET
on January 3.

Used alone or combined
with other criteria.

Payment Type
Optional.

Select a payment type (default is
any). You are allowed only one
choice.

Payment types listed may be
limited to the types your agency
accepts. If none is selected, all
payment types allowed for your
agency application(s) will be
returned in the report.

In general, the payment types
available are:

e Any (default)
e ACH

Can be combined with all
other criteria.
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Criteria Field

Instructions

Use

e Credit Card (includes debit
cards)

e PayPal

e Amazon

Collection Status

Optional.

Available only if a Payment type
is selected.

If no payment type is selected,
the Collections status is
automatically Any and cannot be
changed.

Select a status from the
dropdown list.

The statuses available change
according to the payment type
selected.

See Table 23.

Can be combined with all
other criteria.

Application
Selection

Optional,

Select your application from the
dropdown list.

Click inside the field, then click
on the application name.

You can select multiple
applications. Click on each one
individually to add it to the
search criteria.

If no application is selected the
report will include results for all
your agency applications.

Can be combined with all
other criteria.

Run Report

Click to run the report. The
button is disabled until at least
the transaction date range is
entered.

Table 23: Payment type collection status

Payment Type | Status

ACH e Any
e Canceled
e Failed
e Pending
e Received
e Retired
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Payment Type | Status

Settled

Credit Card o
(includes Debit o
Card) o

Any

Canceled

Failed

Received

Scheduled (for recurring plastic card transactions)
Success

Amazon °

Any
Pending
Settled
Submitted

PayPal .

Any
Denied
Disputed
Pending
Settled
Submitted

12.3 Report links

After clicking Run Report, you are presented with links to two CSV files: detail
results and summary results. Clicking a link downloads the corresponding file,
which can be imported to your system or opened in a spreadsheet. No PDF or
other file format is available for download.

Note: To automatically open a CSV file in a spreadsheet, csv files
must be associated with the spreadsheet program.
Because the details and summary are in different files, each
file must be imported into a worksheet separately. For
example, the detail file would be imported into sheet 1 and

the summary file would be imported into sheet 2.

Figure 30: Collections search csv file download links

Home > Reporis Overview > Report Criteria > Collections Search Download Results.

Collections Search Download Result Links

Created 11/17/2016 811 AMET

& Download CSV file for Detail results.

& Download CSV file for Summary results.

Q You have successfully retrieved your data for the Collections Search Download report. Please click the links below to download your Detail and Summary sections.
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12.4 CSV File Examples

The csv file examples below have been opened in Microsoft Excel spreadsheets.

Columns in the reports are in the same order as the columns in collection report
previously provided by Pay.gov. You may import the files into existing spreadsheet
templates that you used for the earlier report. Any macros set up for your
spreadsheet templates should still be usable.

Note: The csv files do not include any formatting. Formatting can only be added
in your spreadsheet.

12.4.1 Summary Collections CSV File
It is suggested that you download the summary file first.

Figure 31: CSV summary file opened in a spreadsheet

A B C D E F G H I il K L
1 | Collections Search Download Summary Results 11/17/2016 08:15 AM ET
2
3 | Credit Card Totals
a4
5 Summary Success Failed Sales/Forces Voids Credits
6 lapp_2001 1 0 1 11111 0 0 oo
7
8 |ACH Totals
9
L0 Summary Received Failed Canceled Settled Retired
11 app_z001 0 0 0 ] 0 0 0 0 oo

L2
IL
L4

L5 Summary Credits Debits Pending Disputes
16 app_2001 0 0 0 ] 0 0 0 0
L7

L8 Dwolla Totals

LS

PO Summary Credits Debits

b1 app_z001 0 0 0 ]

P2

P3 |Amazon Totals

P4

PS5 Summary Credits Debits

b6 app_z001 0 0 0 ]

p7

w

PayPal Totals

12.4.2 Detail Collections CSV File
It is suggested that your download the detail file after the summary file.

The detail file groups transactions by application and then in ascending
chronological order. The following data is included:

e Agency name

e Application name

e ALC+2

e Pay.gov Tracking ID
e Agency Tracking ID

e Account holder name
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e Transaction date

e Transaction amount

e Effective data

e Payment type

e (Collection status

e Any custom collection field names and values

e Transaction-level TAS/BETC values are included.

The report may include information required by international ACH transactions
when needed

Figure 32: CSV detail file opened in a spreadsheet

12.5 Refunds

“-CR” appended to a Payment Type in the Detail Collections CSV report designates
a refund. Examples are:

e (redit Card-CR
¢ Amazon-CR
e PayPal-CR

12.6 Errors and Known Issues

1. If too many results are returned and error message will appear or be on the
report. A maximum or 16,000 results are allowed in a file.

2. In the detail report, your agency custom collection fields are always masked if
they have been encrypted in the transaction.

3. Reports may show a plastic card count that is greater than the number of
transactions for the same date as shown in the Financial Summary Results -
Daily report. This occurs when multiple cards are used to complete a single
transaction. For example, if the daily summary shows ten transactions and
three cards were used to complete one of them, the card count on the report
would be twelve. In any case, the dollar amounts of the two reports will
balance.

4. The Reversal Reason field may display a value if your application has enabled
the option to automatically decline credit card transactions when an Address
Verification Service (AVS) or Card Security Code (CSC or CVV2) check fails.
The automatic decline results in Pay.gov attempting to reverse the transaction
in order to remove the hold placed against the card account’s available credit.
The value in the field shows which check — AVS or CSC - failed.

For example, the plastic card processor authorizes a credit card transaction but
the AVS check fails because the billing address was entered incorrectly.
Pay.gov declines the transaction and attempts to reverse it. The reason the
reversal was initiated (AVS) is displayed in the Reversal Reason field.
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5. The Reversal Status field shows any Pay.gov reversal attempt, which may or
may not be successful. Statuses are Reversed or Failed. The field is blank if no
reversal was attempted.
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13 Company Profile User Report

The Company Profile User Report allows you to view a list of users assigned to

each company profile.

The roles that can access the report are:

e CPA

13.1 Entering Search Criteria

You can search by

e Agency application
e Company ID

e User name

1. Select the report from the reports list.
2. Enter at least one search criteria.

3. Click Run Report.

Figure 33: Company Profile User search

Agency Collections Transaction Search

@i Reports

p Good Morning!

Agency Application(s):

Company I1D:

User Name:

Company Profile User Access Report

Select All

Select Agency Application(s)

Company ID ;]

User Name L]

Table 24: Company Profile User search criteria

the application name to select it.

To select multiple applications,
click on one at a time.

Criteria Field Instructions Use
Agency Select your application from the | Used alone or combined
Application(s) dropdown list. Click inside the with any other criteria.
Ooti field to see the list, then click on
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Criteria Field Instructions Use

If no applications are selected

the report will include summary

information for all your agency

applications.
Company ID Enter at least the first letter of Used alone or combined
Optional the company ID. with any other criteria.
User Name Enter a specific username. Used alone or combined
Optional. with any other criteria.

Figure 34: Example Company Profile User Access report

ieria > Company Profile User Aceess Report Results

Company Profile User Access Report
Created 11/01/2016 10:34 AMET

Agency Name Application Name Company ID Company Name User Name
DHSCGFINGEN '980DHSCGFINGEN ABGI1Z3 J icannan

DHSCGFINGEN test38 test3s 4scompanyprofilTest
DHSCGFINGEN 9B0DHSCGFINGEN test38 test38

DHSCGFINCEN test38 test3s

DHSCGFINGEN test38 test3s

DHSCGFINGEN test38 test38 4scompanyprofieTest4d
DHSCGFINCEN 980 test38 test3 48companyprofieTest430
DHSCGFINCEN 980DHSCGFINCEN test38 test3s aliroleftdey

Email Address Home Agency

mredig@elev frb. org DHSCGFINGEN

mredig@clev frb.org AOUSGOURTS
mredig@clev frb. org AOUSCOURTS
mredig@elev frb. org FRBC

mredig@clev frb.org DHSCGFINGEN

mredig@clev frb. org DHSCGFINCEN

mredig@clev frb. org DHSCGFINCEN

0|25 | 50 100

Table 25: Company Profile User Access report columns

Column Description

Agency Name

Your agency name in Pay.gov.

Application Name

The name of your agency’s form application.

Company ID

The ID assigned to the company.

Company Name The company’s name.

created.

User Name Pay.gov username assigned to the company.
Email Address The email address of the user.
Home Agency The agency assigned to the user when they were
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14 Company Profile Values

The Company Profile Values report allows you to view data about the profile and
the values assigned for up to three application-level scope fields for a single
application. Values for encrypted fields will be displayed as a row of asterisks

The roles that can access the report are:

e CPA

14.1 Entering Search Criteria

You can search by:
e Collection applications

You can expand the results to include:

e Additional demographic data about the company.

1. Select the report from the reports list.
2. Select one or more agency applications.
3. Click Run Report.

Figure 35: Company Profile Values search

@ Reports

p Good Morning!

Company Profile Values Report

Agency Application: Select an agency application...

M Include Company Profile Demographic Data

Pay.gov

Table 26: Company Profile Values search criteria

Criteria Field Instructions

Use

Agency Select your application from the
Application(s) list.

Required Click inside the field to see the
list, then click on the application
name to select it.

Used alone or combined
with any other criteria.
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Criteria Field Instructions Use

To select multiple applications,
click on one at a time.

Include Check the box to have the report | Must be combined with
Company Profile | include company demographic | Agency Application.
Demographic data such as the address.

Data

Optional

14.2 Company Profile Values Results Report

Figure 36: Company Profile Values report

Company Profile Values Report

Created 11/01/2016 11:03 AM ET

D Gompany Name:
ABC1Z3 J Kannan
test 38 test3s

h Criteria > Gompany Profile Values Report Results

Selected Application: 980DHSCGFINCEN (for Agency: DHSCGFINCEN)

Export to PDF
Active Field 1: test for ffincen Field 2: dddd Field 3: dddd
N

N testfor 3.8 access Meport

0|25 | 50 100

Figure 37: Company Profile Values report with demographic data.

Company Profile Values Report

Created 11/01/2016 10:55 AM ET

D Company Name Active
ABG123 J Kannan N
test 38 test3s N

Home > Reports Overview » Company Profile Values Report Search Criteria > Company Profile Values Report Results

Selected Application: 980DHSCGFINCEN (for Agency: DHSCGFINCEN)

Address Phone Field 1: fest for ffincen Field 2: dddd Field 3: dddd

usa

test38 1231 test for 3.8 access epart
cleveland, OH

usA

0|25 50 100

Table 27: Company Profile Value report columns

Column

Description

ID

The company ID.

Company Name

The name of the company

Active

Whether the profile is active, yes or no.

Address (demographic)

The address the email was sent to.

Phone (demographic

The date Pay.gov sent the email.

Field1-3 ...

Application-level scope fields your agency can assign
to the profile.
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15 Email Exceptions

If requested by your agency, Pay.gov can send email notices to your customers and
to your agency. Pay.gov can:

¢ Send ebilling notices to customers on your agency’s behalf informing
them that an ebill is available.

e Send email notices to your agency when an ebill is paid.

e Send email notices to your agency when a form hosted on Pay.gov has
been submitted.

Pay.gov tracks the delivery of these emails. If undeliverable, information about the
email is made available in the Email Exceptions report. The report tells you

e  Who the email was sent to
e Why the email was not deliverable
e The kind of delivery problem, temporary or permanent.

You can then follow up on the delivery failures.

For example, a notice of a new ebill is sent to a customer’s email address. The
address is no longer valid. Pay.gov receives notice that the email is not deliverable
(bounceback) and makes that information available in the report.

Pay.gov does not directly notify your agency about undelivered email. That
information is available only in the report.

Note: eMail sent by your agency, instead of Pay.gov, is not tracked
and is not included in the report.

The roles that can access the report are:

e (COS
e COE
e ROA
e ACS

15.1 Entering Search Criteria

You can search by

¢  When the email was sent to the customer
e  When notice of the email exception was receive by Pay.gov

You can limit your search to return

e Only exceptions for billing emails or only forms submission emails

e The type of email sent (bill notice, access code, agency notification of
form submission).

¢ Only exceptions for a specific application

Note: Search criteria is not saved. If you run a report and then go
back to entering criteria, none of the criteria you used is
entered for the search; only the defaults are selected.
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1. Select the report from the reports list.
2. At the least, enter either of the date ranges.
3. Click Run Report.

Figure 38: Email Exceptions Query

Dashboard > Email Exceptions Query

Email Exceptions Query

Enter information into the fields you wish to search.

At least one date range is required to run a report.

Email Send Date Range (optional)

From

To

Exception Receipt Date Range (optional)

From

To

Report Type (optional)

Billing

L1

Email Type Selection (optional)

Select Email Type(s)

L1

Exception Type (optional)

All

L1

Application Selection (optional)

Any

L1
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Table 28: Email Exceptions search criteria

Criteria Field

Instructions

Use

Email Send Date
Range From - To

Required if
Exception
Received Date
Range is not used.
Otherwise
optional.

Enter a date range when the
exception email could have been
sent to the customer.

Both the From and To dates
must be entered.

The dates must be Eastern Time.

Used alone or combined
with any other criteria
including Exception
Received Date Range.

Exception
Received Date
Range From - To

Enter a range of dates when the
exception bounceback
notification could have been

Used alone or combined
with any other criteria
including Email Send

then click on the email type to
select it.

Choices are restricted by the
report type selected

You can select multiple email
types. Click on one at a time to
select them.

If nothing is selected, the report
will include all email types.

Billing choices:

e Access Code Creation
e Access Code Resend

Required if Email received by Pay.gov. Date Range.
Send Date Range | Enter a date range. Both From
is not used. and To must have a date. To
Otherwise defaults to today’s date.
optional. Both the dates must be Eastern
Time.
Report Type Select a report type from the Must be combined with
Optional dropdown list. Choices are one of the date ranges.
P ' restricted to the services your
agency uses.
Possible choices:
e Billing
e Form Submission
Email Type Select the type of email to Must be combined with
Selection include in the report. Click one of the date ranges.
Optional inside the field to see the list,
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Criteria Field

Instructions

Use

e Bill Creation
e Bill Paid
e Bill Reminder

Form Submission choices:
e Agency Notification

Typing in characters limits
choices to those containing the
characters.

Exception Type
Optional.

Select the exception type
(temporary or permanent) from
the dropdown list.

Choices are:

e All (default)
e 4.XX - Temporary Problem
¢ 5.x.x - Permanent Problem

If used, must be
combined with one of
the date ranges.

Application
Selection

Optional.

Select your application from the
list.

Click inside the field to see the
list, then click on the application
name to select it.

To select multiple applications,
click on one at a time.

If no applications are selected
the report will include all email
exceptions for all applications
limited to the Report Type
selected.

If used, must be
combined with one of
the date ranges.

Run Report

Click to run the report. The
button is disabled until a value is
entered or selected for at least
one field.

15.2 Email Exceptions Report

The Email Exceptions report provides:

e Your agency name and application
e The email address and type of the undelivered email
e The type of exception
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Figure 39: Sample Email Exceptions Report (bills)

s Cverview > Report Griteria » Email Exceptions Search Results

Billing Email Exceptions Results
Created 11/25/2016 8:08 FM

Agency Application Name = ALC+2 Email Address Send Date Return Date Email Type Exception BAN Bill Name
SAT129 199_Bills 7539512476 test@test.com 11712016 11172016 Bill Paid 5.1.0Pemanentor 199 cbp_section
Fatal error: Cther

address status

SATIGS 198_Bills 7539512476 fest@testcom

172018 111772018 Bl Paid 510Pemanentor 198 cbp_section
Fatal error. Other
address status

SAT199 199_Bills 7539512476 tesi@testcom

712016 111772016 8ill Paid 5.1.0Permanentor 198 cbp_section
Fatal error: Other
address status

SATIES 199_Bills 7539512476 tesi@test.com

1712016 111772016 gill Paid 5.1.0 Permanentor 198 cbp_section
Fatal error. Other
address status

SAT199 199_Bills 7539512476 test@testcom

HT12016 111712016 Bl Paid 510Pemanentor 199 cbp_section
Fatal error: Gther
address status

SATIGS 199_Bills 7539512476 test@test.com

1712018 111772016 8ill Paid 1.0 Permanentor 198 cbp_section
Fatal error. Other
address status

SAT199 198_8ills 7539512476 test@testcom

HTR2016 111712016 Bil Paid 510Pemanentor 198 cbp_ssction
Fatal error: Gther
address status

SATIES 199_Bills 7539512476 tesi@test.com

1712016 111772016 gill Paid 5.1.0 Permanentor 198 cbp_section
Fatal error. Other
address status

SAT1G9 198_Bills 7539512476 test@testcom

HTR016 111772016 Bill Paid 510Pemanentor 198 cbp_section
Fatal error. Other
address status

Table 29: Email Exceptions report columns

Column Description

Agency Your agency name in Pay.gov.

Application Name The name of your agency’s billing or form
application.

ALC+2 Your Agency Location Code with the two-digit suffix
assigned by Pay.gov.

Email Address The address the email was sent to.

Send Date The date Pay.gov sent the email.

Return Date The date Pay.gov was notified that the email was
undeliverable.

Email Type The type of information the email contains. See
Table 28 above.

Exception A code and short explanation of the type of problem
that prevented delivery. Problems can be temporary
(4.XX) or permanent (5.XX).

BAN Billing only. The Billing Account Number assigned
to the bill.

Bill Name Billing only. The name of the bill.
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16 Financial Summary Search

The Financial Summary Search Query generates the Financial Summary Monthly
Results Report. The report summarizes, by month, all the credits and debits
occurring in the date range entered, for your cash flow applications. (You may
select one or more applications, or default to all your applications).

Transactions in the report are divided by type, credit or debit, and are grouped by
payment method:

e ACH Debit
e ACH Credit
e Credit Card
Digital Wallet (Amazon Pay and PayPal together)

For each payment method, the report provides the total dollar amount of
transactions, and the transaction count occurring during a month.

The report shows, by payment type:

e dollar and count totals for each listed cash flow application
e dollar and count grand totals of all transactions during the date range
entered.

Each month listed is hyperlinked to similarly formatted Financial Summary
Results — Daily report, which lists, by day, the total number of ACH Debit, ACH
Credit, credit card, and digital wallet transactions, their count and their dollar
amount totals. Hyperlinks in the count rows open the corresponding Transaction
Search Results report for the selected payment method and the selected day.

The roles that can access the report are:

e COS
e COE
¢ ROA
e ACS

16.1 Entering Search Criteria
You can search by:

e Effective Period
You can limit your search to return

e One or more applications
1. Select the report from the reports list.

2. Enter or select at least the Effective Period.
3. Click Run Report.
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Figure 40: Figure 17: Financial Summary search

Dashboard > Financial Summary Search Query

Financial Summary Search Query

Effective Period From (ET)

Month Year

01

2020

Effective Period To (ET)

Month Year

06

2020

Application Selection (optional)

Any

L L]

Table 30: Financial Summary search criteria

Criteria Field

Instructions

Use

Effective Period
(ET) From - To

Required.

Enter a date range. Both From
and To must have a date. The
default for the To field is today’s
date.

You can only enter dates within
the preceding 13 months.

After a date is entered, you can
specify a time range when the
transaction was created.

Both the date and time must be
Eastern Time. For example, a
transaction created at 11:00 pm
Pacific Time on January 2™ was
actually created at 2 am ET on

January 3"

Used alone or combined
with Application
Selection.

Application
Selection

Optional.

Select your application from the
dropdown list. Click inside the
field to see the list, then click on

the application name to select it.

Cannot be used alone.
Must be combined with
the Effective Period.
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Criteria Field

Instructions

Use

To select multiple applications,
click on one at a time.

If no applications are selected
the report will include summary
information for all your agency
applications.

Ren Report

Click to run the report. The
button is disabled until at least
the Effective Perion From and
To dates are entered.

16.2 Financial Summary - Monthly Results Report

The report shows all transactions grouped by collection application and then by

month in the effective period. Transactions occurring in a month are divided into
two separate categories: Credits or Debits, and the dollar amount and transaction
count is listed under each payment method.

Note: Credit denotes transactions and monies paid to an agency.
Debit denotes transactions with monies charged against an
agency, such as refunds and adjustments. Debits are shown
as positive dollar amounts.

Figure 41: Sample Financial Summary - Monthly Result report

The period column lists months
requested in the query, which are Monthly credit
grouped by cash flow application. Click a transaction amount

Monthly debit
transaction amount
and count

/ |Credits by payment method I

month to view its Daily Results report. Ialdqunt

‘ IDebits by payment method I

Amenet
Conee
Amauet
Cowet
Agnn Yotan. Ambasd
Connt

Amenet e
Count
Amanet
Conot
Mg on i Amanst "y
Conrt

Financial  « Monthly Results
Srg et
. . [row

AL Covea st g maset W

—

Conet

Amauet [Ty

Grand total credit transaction
dollar amount and item count
for each payment method Grand total

Grand total credit transaction
dollar amount and item count
for each payment method

dollar amount
and count of
all credits

IGrand total
idollar amount
and count of

lall debits
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Important! Amounts and counts in the Credit Card column
include both credit cards and debit cards.

Results for each month are displayed in pairs of rows, one for the dollar amount of
transactions and the one below for the corresponding transaction count producing
that amount.

If a collection application does not allow a payment method, the method’s
transaction count and amount will be zero.

16.3 Financial Summary — Daily Results Report

Click on a month in the Financial Summary — Monthly Results to view the
Financial Summary - Daily Results report. The report shows transaction dollar
amount totals and counts for each day in the selected month.

Transaction information is organized in the same way as the monthly report,
except that it shows information for a single cash flow application. Transactions
are grouped by whether they are credits or debits to the agency and by payment
method.

Click a count to view all transactions for that payment type. You can then select an
individual transaction to view its details

Figure 42: Sample Financial Summary - Daily Report

The period column lists each
day in the selected month.
Results for the day are listed
in two rows: Amount and

Daily debit

Count. Daily credit transaction amount
transaction amount and count
[ﬂl\count
—
; "“kredits by payment method l IDebits by payment method I
= N | = oo

IClick a count to view a list of
lall transactions for that
ipayment method on that day.
You can then click an
individual transaction to drill
idown to its details.

Important! Amounts and counts in the Credit Card column
include both credit cards and debit cards.

Results for each day are displayed in pairs of rows, one for the dollar amount of
transactions and the one below for the corresponding transaction count producing
that amount.
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16.4 Create PDF or CSV

16.4.1 Create PDF

Click the Create PDF link at the top right of either the monthly or daily results
report to export it in portable document format (.pdf).

Figure 43: Example Financial Summary - Monthly Results PDF

r Financial Summary Monthly Search Results Page 1of 1
Report Generated on 12/12/2017 08:37 AM ET

L eews! ] | | | | s/ | | | | | |

Agency |Applicat |ALC+2 |Period |ACH ACH  |ACH ACH Credit [Credit |Digital |Digital |Total |Total |ACH [ACH Credit |Credit |Digital |Digital |Total (Total
ion Debit (Debit |Credit [Credit [Card (Card  |Wallet |Wallet |Count |Amount Count (Amount Card |Card |Wallet (Wallet |Count |Amount
Count  |Amount (Count |Amount [Count |Amount Count |Amount Count |Amount |Count |Amount
L] 0 o 3 0 3 59.85 o 0 0 [} 0 0

TST-2  TestApp- 0000000 Decemb 0 5985 [} 0 0
2 202 er 2017
TST-2  TestApp- 0000000 Applicati 0 L] 0 0 3 5985 0 (1] 3 59 .85 0 0 o 0 (1] 0 o ]
2 202 on Totals
ACH ACH |ACH ACH Credit |Credit |Digital |Digital |Total Total ACH ACH Credit |Credit |Digital [Digital |Total Total
Debit |(Debit |Credit |Credit (Card (Card |Wallet |Wallet |Count |Amount Count (Amount Card |Card |Wallet (Wallet |Count |Amount
Count |Amount |Count |Amount (Count |Amount (Count |Amount Count |Amount |Count |Amount
Grand 0 L] ) o 3 59.85 0 L] 3 59.85 0 0 0 o L] 0 o 0
Totals

16.4.2 Create CSV

Click the Create CSV link at the top right of either the monthly or daily results
report to export it as a comma separated values (.csv) file, which can then be
opened in a text editor or spreadsheet program.

Important!: As of Pay.gov release 7.3, data in the Financial
Summary - Monthly Results and Financial Summary - Daily
Results csv files is not in the same column order as in
corresponding previous versions of the reports.

If you import the csv files into spreadsheet templates, you
will need to change the structure of the template and

change included macros in order to use the data as you did
in the past.

Figure 44: Example Financial Summary-Monthly Results csv file opened in Excel

A B C D E F G H T I K L M N o P Q R B T U V]
1 [Financial Summary Monthly Search Results
2 |Report Generated on 12/12/2017 08:37 AM ET
3
a Credits Debits
5
6

ACH ACH  ACH ACH  Credit Credit Digital Digital Credit  Credit  Digital  Digital

Debit Debit  Credit Credit Card Card ~ Wallet Wallet Total Total ACH ACH card card Wallet  Wallet  Total Total
7 |Agency Application  ALC+2  Period Count Amount Count Amount Count Amount Count Amount Count  Amount Count  Amount Count  Amount Count  Amount Count  Amount
8 TST-2  TestApp-2 202 Decl7 0 0 0 0 3 59.85 0 0 3 5985 0 0 0 0 0 0 0 0
9 TST-2  TestApp-2 202 Application Totals 0 0 0 0 3 5985 0 0 3 5985 0 0 0 0 0 0 0 0
10

ACH ACH  ACH ACH  Credit Credit Digital Digital Credit  Credit  Digital  Digital

Debit Debit Credit Credit Card Card  Wallet Wallet Total Total ACH ACH card card wallet  wallet  Total Total
1 Count Amount Count Amount Count Amount Count Amount Count  Amount Count  Amount Count  Amount Count  Amount Count  Amount
12 Grand Totals o 0 0 0 3 59.85 0 0 3 5985 0 0 0 o 0 0 0 0
13
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17 Forms Search Query

Use the Forms Search Query to view summary and detailed information about one
or more submitted forms, based on the search criteria.

The report includes:

e Summary information about the submitted form

e The name of the customer that submitted the form

e The form transaction’s collection status

e Links to any attachments submitted with the form, (if the attachment
option has been implemented for your application.

e Links to transaction and collection details

The roles that can access the report are:

e (COS
e COE
e ROA
e ACS

Based on your role you will see or be able to select different information. The ACS
role (agency customer service) has a link to the Pay.gov Tracking ID and can view
attachments.

17.1 Entering Search Criteria

You can search by

e Pay.gov Tracking ID
e Agency Tracking ID
e Form Submission Date(s)

If you search by Form Submission Date(s), you can limit your search to return any
combination of

e Form status

e (Customer

e (Collection status

e Form control number

e One or more agency form applications

1. Select the report from the reports list.

2. Enter or select at least one of the following: Pay.gov Tracking ID, Agency
Tracking ID, or Form Submission Date(s).

3. Click Run Report.
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Figure 45: Forms Search Query

Forms Search Query

Enter information into fields you wish to search. Searching by Pay.gov Tracking ID or Agency Tracking 1D will disable all other searchable fields.
Pay.gov Tracking 1D (optional)

Agency Tracking 1D (optional) Match Case

Form Status (optional)

‘ Any

Collection Status (optional)

‘ Any H

User's Last Mame (optional)

User's Email Address (optional)

Agency Form Control Number (optional)

‘ Any

Form Submission Date/Time (ET) (mm/dd/yyyy) (optional)

From

F s )
[y I (12 ): (0]
v v
To A )
[T = |ENiEY
v v

Application Selection (optional)

‘ Any d

Table 31: Forms search criteria

Criteria Field Instructions Use
Pay.gov Tracking | The tracking ID assigned by Must be used alone or
ID Pay.gov to the transaction that with Application

used the form. Selection. All other
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Criteria Field Instructions Use

Optional and criteria fields are
Exclusive disabled.

Agency Tracking | The tracking ID assigned to the | Must be used alone or
ID form by Pay.gov. with Application

Optional and

Check the Match Case box if the

Selection. All other
criteria fields are

Exclusive report results must match the )
disabled
upper and lowercase characters
of the ID exactly.
Match Case Check the box to instruct the

query to exactly match the case
of the Agency Tracking ID.

Form Status

Optional.

Select a status from the
dropdown list. See Table 32 for
status descriptions.

Must be combined with
the Form Submission
Date/Time. Cannot be
used alone.

Collection Status

Optional.

Select a status from the
dropdown list. See

Table 15 for status descriptions.

Must be combined with
the Form Submission
Date/Time. Cannot be
used alone.

User’s Last Name

Optional.

Last name of the customer who
submitted the form.

Must be combined with
the Form Submission
Date/Time. Cannot be
used alone.

User’s Email
Address

Optional

The email address for the
customer who submitted the
form.

Agency Form
Control Number

Default is Any or choose a form
control number from the
dropdown list. Only the forms

Must be combined with
the Form Submission
Date/Time. Cannot be

Optional. .

you have permission to access used alone.

are listed.

Only one form control number

can be chosen at a time.
Form Enter a date range when the Used alone or combined
Submission form could have been with other criteria except
Date/Time (ET) | submitted. Both From and To Pay.gov Tracking ID or
From -To must have a date. Agency Tracking ID.
Optional After a date is entered, you can

specify a time range when the
transaction was created.
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Criteria Field

Instructions Use

Both the date and time must be
Eastern Time. For example, a
transaction submitted at 11:00
pm Pacific Time on January 2™
was actually submitted at 2 am
ET on January 3.

Application
Selection

Optional

Select your application from the | Must be combined with
dropdown list. Click inside the other criteria.

field to see the list, then click on
the application name to select it.

If no application is selected the
report will include transactions
for all your agency’s
transactions.

You can select multiple
applications.

Run Report

Click to run the report. The
button is disabled until a value is
entered or selected for at least
one of the fields

Table 32: Form Status

Form Status Description

Any The default. Information on forms with all statuses will be
included in the report.

Accepted The form was accepted by Pay.gov and the system and stored.

Created A new form instance was created.

Deleted The form was deleted.

Duplicate This is a duplicate of another form transaction.

Forwarded The form was forwarded for completion.

Reassigned Completion or payment has been reassigned by one customer
payer to another.

Rejected There was a problem during form submission, such as the
customer submitting the form but cancelling entering their
payment.

Saved The form has been saved by the customer, but not yet
submitted; saved by the system; or not completed (canceled
by the customer).
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Form Status Description

Submitted The form was submitted to Pay.gov by the customer.

Note: The form status indicates the current state of a form. A form
with an associated collection will have two separate
statuses: one status which indicates the form state and one
status which indicates the state of the collection.

17.2 Forms Search Results Report

If Amazon Pay was used as the payment method for the transaction, clicking on an
item’s status opens the Amazon Transaction Detail.

Important! You can change the sort order of the summarized
form transactions when viewing them online. However,
when you export the report as a PDF or CSV file, the export
does not show the results in the order you viewed online.
Instead the exported results are in the default, unchanged

order.

Figure 46: Sample forms search results

Forms Search Results
Crested 112872016 £30 AM ET

Table 33: Forms Search Results report columns

Column Description

Agency Your agency name in Pay.gov.

Application The agency application the form was submitted for.
Pay.gov Tracking ID The ID assigned to the transaction by Pay.gov. If you

have permission, click the ID to view transaction
details.

Custom Collection Field

One or more of your agency’s custom collection
fields included on the form.

Agency Form Control
Number

The control number/name for the form designated
by your agency during set up.

User Name

The name of the customer who submitted the form.
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Column

Description

Form Status

The current status of the form submission. See Table
32.

Collection Status

The status of the collection associated with the form.
If you have permission, click the status to view
collection details. The details may differ according to
the payment type. See Table 34.

Date/Time (ET)

Date and time of the last action form status change.

Attachments

Files attached by the customer. Only the ACS role
has links to view an attachment. When the link is
clicked, the attachment opens in a new window or

tab.
Table 34: Collection Status

Collection Definition

Status

Any Default. Returns transactions with all statuses.

Cancelled Transaction has been canceled (ACH and ACH Credit).
For recurring payments, remaining transactions are
canceled.

Completed ACH Credit transaction has been completed by the customer
and the processing bank.

Denied Transaction denied by the processor (PayPal).

Expired ACH Credit transaction was never completed by the
customer.

Failed Transaction could not be processed due to a problem with
the payment data or insufficient funds (ACH, Credit/Debit
Card).
For recurring payments, one of the transactions in the series
could not be processed.

Pending Transaction received by Pay.gov, and will be forwarded to
the processor for settlement (ACH, Amazon Pay, Plastic
Card, PayPal).
For ACH Credit the Pending status indicates the transaction
was initiated on Pay.gov and is awaiting completion by the
customer and the processing bank.

Received Transaction has been received by Pay.gov (ACH).
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Collection Definition
Status

For recurring payments, the status until all payments have
been made. For deferred payments, the status until payment
is sent for settlement.

Retired Transaction not completed and returned (ACH).

Scheduled Transaction in a series of scheduled payments (ACH,
Credit/Debit card).

Settled Transaction complete and entry made in the CIR (ACH,

Amazon Pay, Mobile/Ecommerce, PayPal).

For recurring payments, last payment has been made.

Submitted Received for processing (Amazon Pay, PayPal, Mobile /
eCommerce).
Success Transaction complete (PayPal). Transaction authorized, data

correct and funds available (Credit/Debit Card).

17.3 Form Detail

If your role has permission, click on the Pay.gov Tracking ID in the Forms Search
Results to view details of the submitted form.

17.4 Collection Status Search Results

If your role has permission, click on the collection status in the Forms Search
Results to view a summary of the collection associated with the form.

Figure 47: Sample collection status summary (Amazon Pay payment)

Reports Overview > Repart Criteria » Forms Search Resuls > Transaction Search Results

Amazon Transaction Search Results
Created 11/28/2016 11:33 AM

Agency: SAT199 Application: 199_Form Component TAS APP ALC+2: 0000380103

Transaction Date (ET) Transact tion Type Collection Status

Pay.gov Tracking ID Agency Tracking ID

74964210776 $157.32  11/08/2016 5:22:46 AM Sale Settled

17.5 Collection Transaction Detail

If your role has permission, click the Pay.gov Tracking ID in the Collection Status
Search Results to view collection details. Information in the detail may differ
according to the payment type.
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Figure 48: Sample collection status detail (Amazon Pay payment)

Agency: SAT198

Transaction Information

Classification Data

Label

o Datsi

Amazon Transaction Detail
Created 1112812016 9:49 AM

Application: 199_Form Component TAS APP.

£01.4214850.0119185.C765681

ATA a0 apoA EpoA A WA sus
o 1 09 x 348

3 ) n A 78
7o i o u 756
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18 Notification of Change

The Notification of Change search is used to find ACH notification of change
returned by processors. The report provides

Details any Notifications of Change (NOCs)
Change reason codes.

18.1 Entering Search Criteria

You can search by

A specific Pay.gov Tracking ID

A specific Agency Tracking ID

A date or range of dates when an NOC was received from the ACH
processor.

A specific Payer ID

You can limit your search to return

NOCs with no Payer ID
NOCs with no update
NOCs for specific applications

1. Select the report from the reports list.
2. Enter or select at least one criteria.
3. Click Run Report
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Figure 49: Notification of Change Search

Dashboard > MNotification of Change Search Criteria

Notification of Change Search

Enter information into fields you wish to search. Enter one or more non-dropdown search criteria.

Searching by Pay.gov Tracking ID or Agency Tracking 1D will disable all other searchable fields.

Pay.gov Tracking ID (optional)

Agency Tracking ID (optional) I:l Match Case

NOC Received Date Range (ET) (optional)

From A A
....... : AM

v v

To o A
......... : PM

v v

Payer ID (optional)

Update Result (optional)

4

Any

Application Selection (optional)

L3
D

Any
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Table 35: Notification of Change search criteria

Optional and

If entered only the transaction

Criteria Field Instructions Use
Pay.gov Tracking | The tracking ID assigned by Must be used alone. If
ID Pay.gov to the transaction. used all other criteria

fields are disabled.

Choices are:

e Any (default)- all results
will be returned

e No Payer Id

e No update

Exclusive assigned the ID will be included

in the report.
Agency Tracking | The tracking ID created by your | Must be used alone. If
ID agency and assigned to the used all other criteria

. transaction. fields are disabled.

Optional and
Exclusive. If entered only the transaction

assigned the ID will be included

in the report.

Check the Match Case box if the

search must exactly match the

upper and lowercase characters

used in the ID.
Match Case Check the box to instruct the

query to exactly match the case

of the Agency Tracking ID.
NOC Received Enter or select a date range. Both | Used alone or combined
Date (ET) From and To must have a date. with Payer IDPay.gov
From/To After a date is entered, you can ?raciqng ig or Agency
Optional. specify a time range when the racking L.

NOC may have been received.

Both the date and time must be

Eastern Time.
Payer ID Enter the ID assigned to the Used alone or combined
Optional payer (customer) by your agency. | with NOC Received Date,

’ Update Result and/or

If not entered, all payers are Avplication Selecti

included in the report. pplication >election.
Update Result Select a result to restrict the Must be combined with
Obti information included in the NOC Received Date or

ptional.
report. Payer ID.
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Criteria Field

Instructions

Use

Application
Selection

Optional.

Select your application from the
dropdown list.

You can select multiple
applications.

Click inside the field to see the
list, then click on the application
name to select it.

If no application is selected, the
report includes all your agency’s
applications.

Must be combined with
NOC Received Date or

Payer ID.

18.2 Notification of Change Search Results Report

The report includes a hyperlink in the left-hand column for each listed transaction.
Click a hyperlink to view details for the corresponding transaction.

Figure 50: NOC search results report

File Export Links
\

~
~
Pay.gov Agency NOC Recetved Update
Agency © Application Tracking ID Tracking ID Date (ET) Change Reazon Code © New Information = Result
SAT199 Form 78010564558 100 CO1 = Inconrect OF1 Account Bank Account Number = 4444 No Payer 10
Compenent TAS Number
APP
SATY Form 78010564555 1006720 CO1 = Incomect OF1 Account Bank Account Number = 4444 No Payer 1D
Comrponent TAS Number
APP
SAT199 Foem 74010562594 100672016 €01 = Incormect DFI Account Bank Account Number = 4444 No Payef ID
Component TAS Numder
APP
SAT199 Foem 74010562595 100672016 €05 = Incormect Transacbon Code Routing Numder = 655060042 No Payer ID
Component TAS Transaction Code = 0
APP
SAT199 Form 7401056259 10062016 CO1 = Incomect DFI Account Bank AZCOUNt Number = 4484 No Payer ID
Component TAS Number
APP
SAT199 Form 74010562597 100672016 €07 = Incomect Routing Number, Bank Account Number = 4444 No Payer ID
Corponent TAS I omect DFI ACccount Number, and  Rouing Nu 6
APP Incomect Transaction Code Transscton Cooe = 0
SAT199 Form 74010562598 100672016 COT = Incormect Routing Number, Bank Account Number = 4444 No Payer 1D
Component TAS Incorroct DFT Account Numder, and  Rouing Numiber = 655060042
APP I Omect Transaction Cooe Transaton Code = 0
SATY Form 74010562599 006201 COT = InCOmect Routing Number Bank Account Number = 4484 No Payer 1D
Component TAS rcorrect DFI Account Numder, and  Routing Numder = 655060042
APP Incomect Transaction Code Transaction Code = 0
SAT199 Form 74010562600 100672016 CO5 = Incomect Transaction Code  Routng Number = 655060042 No Payer ID
Component TAS Transation Cooe = 0
APP
SAT199 Foem 74010562612 00672016 COT = Incormect Routing Number Bank Account Number = 4444 No Payer ID
Comgponent TAS Incormect DFT Account Number. and  Routing Numer = 655060042
APP comect Transacton Code Transacton Cooe = 0
‘B : Click Pay.gov Tracking ID - AT
v
details
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Table 36: NOC Search Results report columns

Column Contents

Agency Identifies the agency the transaction was for.

Application Identifies the application for the transaction. For
multiple applications in a report, applications are listed
in alphabetic order and transactions are grouped by
application.

Pay.gov Tracking ID | The tracking ID Pay.gov assigned to the transaction. If
your role permits, click on the Pay.gov ID to view the
transaction details.

Agency Tracking ID The tracking ID assigned to the transaction by your

agency.

NOC Received Date

Date the notification of change was received by Pay.gov

Change Reason Code

A code and general explanation of the problem that
caused the notification of change.

New Information

Lists the exact information that was incorrect.

Update Result

The result of any action taken, such as correcting the
account number.

18.2.1 Transaction Detail

The transaction detail displays information available about a transaction including
the amount, its collection status, the deposit ticket number, and voucher number.

Each payment type has its own transaction detail containing information specific
to that type. For example, an Amazon Transaction Detail will include some
information that is not in an ACH Debit Transaction Detail.

Figure 51: Sample transaction detail (ACH Debit)

Breadcrumb trail
L
File Export Links

Save as.

s > Transaction Detad

ACH Debit Transaction Detail

Created 11/08/2016 4:38 PM

Agency:

Transaction Information

Pay Qov Trackng 1D

Application:
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18.3 Notification of Change Reason Codes

Table 37 lists the NOC change reason codes and the actions required to correct

them.

Table 37: NOC Change Reason Codes.

Code | Item Reason Action

Co1 Account Number | The account number is Change the customer’s account
incorrect or is formatted number record.
incorrectly.

Coz Transit/Routing A once valid transit/routing Change the customer’s financial

Number number must be changed. institution routing number record.

Co3 Transit/Routing The transit/routing number Change the customer’s financial
Number and and the account number are | institution transit/routing number
Account Number | not correct. and account number records.

Cog Account Name The customer has changed Change the customer’s (individual
the name on the account or or company) name record.
the company has submitted
the name incorrectly.

Cos Transaction Code | The transaction type code (a | Change the type of transaction
two-digit number meaning code (from checking account to
checking or savings account) | savings, or vice versa) record.
is incorrect. Contact the oprI if clarification is

needed.

Cob Account Number | The account number is Change the customer’s account
and Transaction incorrect and the type of number and the type of
Code transaction code is incorrect. | transaction code records.

Co7y Transit/Routing The transit/routing number, | Change the customer’s account
Number, Account | the account number, and the | number, the financial institution
Number and transaction type code are all | transit/routing number, and the
Transaction Code | incorrect. type of transaction code records.

Cog Individual ID Individual ID number is Change the individual ID number
Number incorrect (applies only to record.

consumer initiated
transactions).

Cio Company Name Due to merger or Change the company name
consolidation, the company record.
name is no longer valid
(applies only to consumer
initiated transactions).

Cu Company Due to merger or Change the company ID record.

Identification consolidation, the company
ID is no longer valid.

Ci2 Company Name Due to merger or Change the company name and
and Company consolidation, the company the company ID records.
Identification name and the company ID

number are no longer valid
(applies only to consumer
initiated transactions).
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Code | Item Reason Action

Ci3 Addenda Format | The entry detail record is (Review the formatting in the
Error correct, but information in addenda record that accompanied

its addenda record is unclear | the original entry detail record to
or formatted incorrectly, that | determine errors), and make

is, not formatted according corrections using only ANsI

to ANSI or NACHA-endorsed standards or NACHA-endorsed
banking conventions. banking conventions.

Ci4 Incorrect SEC The wrong SEC code was Change the SEC code to either
Code for used for an international CBR (Corporate Cross-Border
Outbound ACH transaction. The SEC Payment) or PBR (Consumer
International code used indicates the Cross-Border Payment) to identify
Payment payment is domestic instead | the payment as international ACH.

of international or CBR
(Corporate Cross-Border
Payment).
None | Data Mismatch The original account The NOC is rejected and the payer

information sent out with
the prenote does not match
the original account
information returned with
the NOC.

profile is not updated with any
new account information.
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19 Payer Profile Audit Log

The Payer Profile Audit Log report is available only to agencies that have an
application configured to use Payer Profiles when entering ACH prenotifications,
notifications of change updates, and preauthorized ACH debits through the
Collection Control Panel.

The report displays information contained in a profile and any events that affect
them, such as additions, approvals or rejections.

The roles that can access the report are:
e PPA

The report is read-only. All actions, such as update or deactivate, must be
performed through the Payer Profile function on Pay.gov’s agency website.

19.1 Entering Search Criteria

You can search by:

e A date or range of dates
e A specific Payer ID
You can limit your search to return:

e Only events for a specific status
e Only events for a specific application

You can specify if the report will include payer profile and even details.

1. Select the report from the reports list.
2. Enter or select search criteria. You must select at least one.
3. Click Run Report.

Figure 52: Payer Profile Audit Log search

Pay gov

Agency Collections

p Good Worming!

Payer Profile Audit Log Search

Enter information into fields you wish

Date From Star mmddiyyyy) =

Active/lnactive Any ~

Display Detail @

Appiication Selection
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Table 38: Payer Profile Audit Log search criteria

Criteria Field

Instructions

Use

Date (From - To)

Required if Payer
ID is not used.

Enter or a date or range of dates
to search.

You must enter or select both
the From and To dates.

Can be used alone or
with any other criteria.

Click inside the field to see the
list, then click on the application
name to select it

If no application is selected, the
report will include results for all
your agency’s applications.

Select multiple applications by
clicking on each individually.

Payer ID Enter the ID your agency Can be used alone or
Required if Date assigned to the payer account. with any other criteria.
not used.
Status Select a status from the Must be used with Date
Optional dropdown list. Seg Table 39 or Payer ID.
below for descriptions.
e Any (default)
e Approved
e Pending
e Rejected
Active/Inactive Select from the dropdown list. Must be used with Date
Optional All9ws you to limit th.e report to | or Payer ID.
active payer profiles, inactive
payer profiles or include all
profiles.
The choices are:
e Any (Default)
e Active
e Inactive
Display Detail Select Yes or No. Must be used with Date
Required ¢ Yes (default) or Payer ID.
e No produces a report
without status information.
Application Select your application from the | Must be used with Date
Selection dropdown list to limit the report | or Payer ID.
Ooti to the selection.
ptional
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Table 39: Payer Profile statuses

Status Description

Pending The payer profile has been created but has not yet
been verified (if verification has been enable for your

agency).

Approved The payer profile has been created and is ready for
use.

Rejected The payer profile has been reviewed and has been
disapproved.

19.2 Payer Profile Audit Log Results Report

Two reports can be generated. One with status details and one without.

19.2.1 Detailed Report
Generated if you have chosen Yes for Display Detail.

Each Profile listed in the report has two rows of information. The first row shows
profile information. The second row provides information about the profile’s
status.

Figure 53: Payer profile audit log results with detail

Home > Reports Overview > Back to Report Criteria > Payer Profile Audit Log Resuits
Payer Profile Audit Log Results
Created 11/17/2016 12205 PMET
PDF Ex
Account Holder Account
Payer ID Name RTN Number Start Date End Date Account Type User Name Action Date Action
NICKTEST nicktest 041000124 33333 1111412016 BusinessChecking  70ppa BIft70 111412016 Add Payer Profile
Status: Pending Active/lnactive: Active Rejected Reason:
611 MOE HACK 611 moe hack 041000124 1231231231232 1111412016 BusinessChecking ~ 70combo BIft70 11/14/2016 Add Payer Profile
Status: Pending Active/lnactive: Active Rejected Reason:
611MOE2 611moe2 041000124 123123123123123 111012016 BusinessChecking  70ppa BIft70 111102016 Add Payer Profile
Status: Pending Activellnactive: Active Rejected Reason:
611MOE 611moe 041000124 moemoe 1111012016 BusinessChecking  70ppa BIft70 11102016 Add Payer Profile
Status: Pending Active/lnactive: Active Rejected Reason:
611 TEST 611 test 041000124 123456789 111102016 BusinessChecking  70ppa BIft70 111102016 Add Payer Profile
Status: Pending Activellnactive: Active Rejected Reason:
10 | 25 100
ith il
19.2.2 Report without Details
Home > Reports Overview > Back to Report Criteria > Payer Profile Audit Log Results
Payer Profile Audit Log Results
Created 11/17/2016 12118 PM ET
PDF  Exportto CS
Account Holder Account
Payer ID Name RTN Number Start Date End Date Account Type User Name Action Date Action
NICKTEST nicktest 041000124 33333 1111412016 BusinessChecking  70ppa BIft70 1111412016 Add Payer Profile
611 MOE HACK 611 moe hack 041000124 1231231231232 111142016 BusinessChecking ~ 70combo BIft70 111142016 Add Payer Profile
611MOE2 611moe2 041000124 123123123123123  11/10/2016 BusinessChecking  70ppa BIft70 1111012016 AAdd Payer Profile
611MOE 611moe 041000124 moemoe 111012016 BusinessChecking  70ppa BIft70 111012016 AAdd Payer Profile
611 TEST 611 test 041000124 123456789 111102016 BusinessChecking  70ppa BIft70 111102016 Add Payer Profile
10 25 50 100
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Table 40: Payer Profile Audit Log report columns

Column

Description

Payer ID

The ID your agency assigned to the payer.

Account Holder Name

The full name of the individual having the account
used for transactions.

RTN

The Routing/Transit Number of the financial
institution used by the payer for transactions.

Account Number

The account number used for transactions.

Start Date The date the profile can begin to be used for
transactions.

End Date The date after which the profile cannot be used.

Account Type The type of ACH account used for transactions.

Examples: Business Checking, Personal Savings.

User Name

Pay.gov username of the agency user who created
the profile.

Action Date

The date the corresponding action was taken.

Action The last action taken on the profile. Examples: Add
Payer Profile, Updated
Status Shown only if Display Details = Yes.
The status of the profile. See Table 39 above.
Active/Inactive Shown only if Display Details = Yes.

Shows if the profile is currently active or inactive.

Rejected Reason

Shown only if Display Details = Yes.

If the profile has been rejected, shows the reason.
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20 User Access Report

The User Access report provides information on current and deleted agency users,
the applications they can access and their assigned roles for each application.

The roles that can access the report are:

e ACS

20.1 Entering Search Criteria

You can search by:

e The user’s Pay.gov username

e The user’s first name

e The user’s last name

e The user’s email address

e A date or date range when the user was created
¢ One or more user roles

¢ Any combination of the search criteria

You can limit your search to return:
e Only users with access to one or more specific applications

The more search criteria you enter, the more targeted your search and the more
specific the results.

1. Select the report from the reports list.
2. Enter or select search criteria. You must enter or select at least one.
3. Click Run Report.
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Figure 55: User Access Report search

Home = Reports Over

w = User Access Report Search Criteria

User Access Report
Enter at least one piece of criteria before running this report.

Report Layout

[ Include User Profile Information

O Include Deleted Users

Filter Data on Report

User Name:

User Mame [:]

User First Name:

User First Mame [:]

User Last Name:

Uzer Last Mame [:]
User Email:
User Emai - ]

User Created Between:

B From Date B | ToDate
Filter Users to Only Those in Roles:
Select All
Select User Role(s)
Additional Filtering Option
Filter Users by: CMNone [®Access to Application
Access To Application(s):
Select All
Select Application(s)
(=]
Table 41: User Access Report search criteria
Criteria Field Instructions Use
Report Layout Check the boxes to include user | Must be used with at

Optional

profile information, deleted
users, or both in the results

least one other search
criteria.

User Name

Optional

Enter at least the first 4
characters of the Pay.gov
username.

Can be used alone or
with any other criteria.
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Criteria Field

Instructions

Use

User First Name

Optional.

Enter at least the first 3
characters of the user’s first
name (as in their profile).

If you enter 1 or 2 characters, you
must also enter the user’s last
name in the field below.

Can be used alone or
with any other criteria.

User Last Name

Optional

Enter at least the first 3
characters of the user’s first
name (as in their profile).

If you enter 1 or 2 characters, you
must also enter the user’s first
name in the field above.

Can be used alone or
with any other criteria.

User Email

Optional

Enter at least the first 4
characters of the user’s email
address (as in their profile).

Can be used alone or
with any other criteria.

User Created

Between (From
and To)

Optional

Enter or select either the from
date, the to date, or both

Can be used alone or
with any other criteria.

Filter Users to
Only Those in
Roles

Select one or more roles from
the drop down list to limit the
report to the selection.

Click inside the field to see the
list, then click on the role to
select it.

If no role is selected, the report
will include users with any role.

Select multiple roles by clicking
each individually.

Can be used alone or
with any other criteria.

Additional
Filtering Option

Optional

Select if you want to limit the
results to only user for specific
applications.

If you select Access to
Application, an entry field
appears.

Click inside the field to see the
list, then click on an application
to select it.

Must be used with at
least one other search
criteria.
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Criteria Field Instructions Use

If no application is selected, the
report will include results for all
your agency’s applications.

Select multiple applications by
clicking on each individually.

20.2 User Access Report Results

The following reports can be generated depending on your report layout selection.
e Basic Report
e Report with basic and user profile information

e Basic report with active and deleted users information
e Report with basic, user profile, and deleted users information

Figure 56: Example basic User Access report

ch Criteria = User Access Report Results

User Access Report

Created 12/01/2018 12:31 PMET

Search Criteria
User Name: 199Dsily
SENSITIVE BUT UNCLASSIFIED USE ONLY(SBU)

Export to PDF  Export to CS'
Created Last

Name User Name ~ Home Agency Agency - Application ~ status Role Ban - Date Logon

199 Daily 199Daily SAT199 EDFSASLMA DLSS SLMA PPD User_PinReport_Not_Sent ACS 04/24/2015 1210172016
199 Daily 199Daily SAT199 EDFSASLMA DLSS SLMA PPD User_PinReport_Not_Sent COE 04/24/2015 120172018
188 Daily 183Daily SAT183 EDFSASLMA DLSS SLMA PPD User_PinReport_Not_Sent COS 04/24/2015 12/01/2016
188 Daily 183Daily SAT183 EDFSASLMA DLSS SLMA TEL User_PinReport_Mot_Sent ACS 04/24/2015 12/01/2016
199 Daily 199Daily SAT199 EDFSASLMA DLSS SLMA TEL User_PinReport_Not_Sent COE 04/24/2015 1210172016
188 Daily 189Daily SAT189 EDFSASLMA DLSS SLMA TEL User_PinReport_Not_Sent COS 0412472015 12/01/2016

SENSITIVE BUT UNCLASSIFIED USE ONLY(5BU)

Figure 57: Example report without user profile information

Home > Report Overview > Report Criteria > Report Results

User Access Report
Created 04/05/2017 12:01 PMET
Search Criteria
Created From Date: 05/02/2016
Created To Date: 04/05/2017
SENSITIVE BUT UNCLASSIFIED USE ONLY(SBU)
Exportto PDF  Export to CSV

Name User Name « Home Agency Agency « Application « status Role BAN.  Created Date Last Logon User Account Type
69combo Qadesd 69comboQade69 DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled  ACS 0512312016 0611512016 Consumers and Citizens
69combo Qades9 69comboQade69 DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled AFF 05/23/2016 06/15/2016 Consumers and Citizens
69combo Qades9 69comboQade69 DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled BAG 05/23/2016 06/15/2016 Consumers and Citizens
69combo Qades9 69comboQade69 DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled BIG 05/23/2016 06/15/2016 Consumers and Citizens
69combo Qades9 69comboQade69 DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled COE 05/23/2016 06/15/2016 Consumers and Citizens
69combo Qades9 69comboQade69 DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled cos 05/23/2016 06/15/2016 Consumers and Citizens
69combo Qades? 69c0mboQade69 DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled  CPA 0512312016 0611512016 Consumers and Citizens
69combo Qadess 69comboQade6d DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled  PPA 0512312016 0611512016 Consumers and Citizens
69combo Qadesd 69comboQade69 DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled ~ PRA 0512312016 0611512016 Consumers and Citizens
69combo Qades9 69comboQade69 DHSCGFINCEN SAT199 199_Form Component TAS APP User_Enabled ROA 05/23/2016 06/15/2016 Consumers and Citizens
70combo Qade70 70comboQade70 DHSCGFINCEN EDFSASLMA DLSS SLMA PPD User_Enabled ACs 09/06/2016 02/03/2017 Consumers and Citizens
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Table 42: User Access report columns

Column

Description

Search Criteria

Lists the criteria used to create the report

Name

First and last name

User Name

Pay.gov username.

Home Agency The main agency having for the user. A home agency
may have bureaus, functions, or other subdivisions,
each with its own collections applications.

Agency The specific bureau or other home agency
subdivision the user performs Pay.gov functions for.

Application The agency cash flow application the user can
access.

Status The user’s current Pay.gov status. Example include
deleted or an indication that their initial access PIN
was not yet sent.

Role The role assigned to the user for the corresponding
application in the row.

BAN The Billing Account Number the user has access to,

if any.

Created Date

The date the user was created in Pay.gov.

Last Logon The date the user last logged on to Pay.gov.
User Account Type Values are:
e Consumers and Citizens (Users accessing
only the Public website.)
e External (Users accessing eBilling Online,
Transaction Search, and Reports.)
Note: Some users will be listed separately for both
values because they access all websites.
Email Address Shown only if Include Payer Profile is checked.
(Payer Profile layout) The user’s email address from their profile.
Address Shown only if Include Payer Profile is checked.
(Payer Profile layout) The user’s address from their profile.
Phone Shown only if Include Payer Profile is checked.
(Payer Profile layout) The user’s phone number from their profile.
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21 Activity File Service and Report Download Serviet

21.1 Activity File Download

In addition to using the Activity File Download Query (section 8), collection
transaction activity can be retrieved in the following ways:

e your agency can use the Activity File Service to automate downloading
collection activity and for ad hoc activity file download (see section
21.4).

e your agency can use the Report Download Servlet to automate
downloading collection activity and for ad hoc activity file download
(see section 21.5).

The service and the servlet differ in the way the downloaded XML is presented
and, potentially, in the size of the downloaded files.

Both the Activity File Service and the Report Download Servlet perform two
functions:

e posting a request for collection activity to the Pay.gov HTTPS URL
e returning the requested activity file.

21.2 Activity Files Available Through the Service and Servlet

All reports available using the Activity File Download Query can be downloaded
using the Activity File Service or the Report Download Servlet

Important! The activity files in the following table are available
only when using the Activity File Service or Report
Download Servlet.

Table 43: Activity files only available using the Activity File Service or Report Download
Servlet

Activity File Data Included
CBP Duties Contains settled ACH debit items for the day of the request.
Activity File

Access to this activity file is restricted. It is only available through
the Activity File Service or by using the Activity File Download
Servlet.

Education Activity | Contains settled and retired ACH debit items, prenotifications and
File notifications of change for the requested day.

Access to this activity file is restricted. It is only available through
the Activity File Service or by using the Activity File Download
Servlet.
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21.3 Activity File Features and Requirements

21.3.1 Required Programmer Skills

Downloading and interpreting a Pay.gov activity file requires an understanding of
XML coding and using tools such as Java to configure and troubleshoot the activity
file process.

21.3.2 Customizing Activity Files

Activity files cannot be customized with regard to the information they report, the
file format, or the time they are available.

21.3.3 Agency Memo Field and Activity File Parsing

Pay.gov currently supports the use of an agency memo field, entered in the Create
Transactions service or in transactions submitted to Pay.gov via the Open
Collections Interface (OCI).

Note: Pay.gov supports OCI only for cash flow applications that
already use the service. It is not available for new cash flow
applications.

If the memo field data contains the ampersand character (&), the activity file will
display with an error when viewed using a web browser. This error is encountered
when viewing the credit card activity file and the collections activity file. It is
standard XML coding practice for the ampersand to have an associated command.
When the ampersand is encountered in the memo field, there is no associated
command for the browser to interpret and an error message results. This parsing
of the data only occurs when viewing the XML with an internet browser.

21.3.4 Encrypted Custom Collection Field Data

Custom collection field data collected during the payment process can be
displayed in the activity file. Any encrypted data will be displayed as cleartext.

21.3.5 Activity File Character Set

Pay.gov restricts the characters allowed in Activity File queries and shown in the
returned reports. See section 8.6 for a table of allowed characters.

21.4 Activity File Service

Generally, the Activity File Service is used to download activity files automatically
at a prescribed time period.

The Activity File Service returns reports as a single, continuous line of XML. These
reports are more difficult to read than the XML returned by the Report Download
Servlet, but the file size can be significantly smaller. Other differences from the
servlet include

e Different parameter names
e No agency ID or format parameter
e Different error messages
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¢ Different endpoint URLSs
e The service does not redirect requests

The Activity File Service interface also allows agencies to request activity file
information on an ad hoc basis, instead of the prescribed time period that the
automatic process generates.

21.4.1 Access and Parameters
The Activity File Service requires the use of HTTPS POST; the URLs for the
production and test environments are listed below.

Production: https://www.pay.gov/ActivityDownload/ActivityDownload
Test: https://qa.pay.gov/ActivityDownload/ActivityDownload

The agency should pass the required (case-sensitive) name-value pairs listed in
Table 44.

Table 44: Required name-value pairs for HTTPS request

Parameter Name | Description

userName The Pay.gov username for a user, with the role required to access
the report. This parameter should be passed in the <body>
element of the message so that it will be protected by SSL/TLS
encryption.

password The password for the Pay.gov user. The password is case-
sensitive. This parameter should be passed in the <body>
element of the message so that it will be protected by SSL/TLS
encryption.

reportName The name of the report to be accessed (this string is case-
sensitive):
ACHACctivityFile
BillingActivityFile
CollectionsActivityFile
CollectionsActivityFilev2

CCActivityFile
EcommActivityFile (for digital wallet activity)
FormActivityFile
FormActivityFileXSL
reportDate The date should be in MM/DD/YYYY format. The default is
today.
reportFormat The file format for the Activity File returned:

XML — Standard XML file (Default)
JSON —JavaScript Object Notation file

21.4.2 Procedure

1. Requester makes an HTTPS POST request to the Activity File Service (Service);
GET requests will return an error 405, “Method Not Allowed.” The parameters
are shown in Table 46.
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2. All parameter names and values [other than username?] are case-sensitive.
The service authenticates the user. If the user is not authenticated, the service
returns an error and exits; see section 21.4.3 for more about error handling.

4. Once the user has been authenticated, the service determines the user’s default
entity role. The required default entity role is “Report Office Analyst.” If the
user has no default entity role, the service returns an appropriate error status
and exits.

5. The service determines the command string that corresponds to the
Entity_Role name and the parameters from the agency.

6. The service substitutes the value of the “reportDate” parameter, which defaults
to today’s date, for the <reportDate> placeholder in the command string.

21.4.3 Error Handling

Error messages for the activity file service are reported to the agency in payload as
an HTTP error code. Currently reported activity file error messages are shown in
Table 45.

Table 45: Activity file error messages

Error Message Description

Error 401 --Unauthorized Invalid username and/or password

Error 405—Method Not Method not allowed; the request used a

Allowed “GET” instead of a “POST”

Error 500—Internal Server All other errors, including:

Error One or more of the parameters is invalid
Server not available

21.4.4 Limitations

The service process assumes that there is one and only one report of the desired
type run per day. Reports are currently available after the specific job runs for the
activity file specified (Table 7) and typically detail activity from the previous day’s
business (Table 6). Agencies should download information on Saturday to capture
transactions and activity from Friday.

The standard Pay.gov maintenance window occurs every Sunday between 2:00
A.M. and 6:00 A.M. Eastern Time. Agencies should be aware of this window as the
application and reports may be unavailable during this period.

21.4.5 Activity File Service Configuration

1. Your agency must pass the username and password of an authorized Pay.gov
user account created specifically for use with the service. This is the same
username and password used to log in to Pay.gov. This user account must have
the MGA (Machine Account) role. Your agency security contact should make
sure this is selected on the access request worksheet when creating or
modifying user access.
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2. Areport user must be created for this report that matches the Entity_Role of
the Pay.gov user. The entity will be set to the agency ID and the role. The
required role is “Reports” under “Reports Office Analyst” (ROA).

3. Your agency security contact can request both types of access by submitting a
completed access request worksheet, see the Agency Guide to Access Control

for more

information.

21.4.6 Sample HTML

If the Activity File Service is to be used to request activity file information on an ad
hoc basis an interface should be created.

The code on the following page details a simple interface, written in HTML. An
agency operator may use this HTML form to request an ad hoc activity file if
required. This sample form is best used for testing purposes, to manually obtain
data with specific parameters, or to act as a starting point to develop a more
automated solution.

Note: The interface supplied here does not supply parameter
values; refer to Table 44 for more details on the parameters.
As noted in Table 44 and shown in the sample code below,
the username and password parameters should be passed in
the <body> element of the message so that they will be
protected by SSL/TLS encryption.

Also, please note that the FORM action URL in the sample
HTML below is for the Pay.gov production system. The URL
used for the Pay.gov test system, qa.pay.gov, is
https://www.qa.pay.gov/agency/ActivityDownload/Activity

<HTML>
<HEAD>
<TITLE

Download

>

Activity File Service Interface

</TITL
</HEAD
<BODY>

E>
>

<FORM action="https://www.pay.gov/agency/ActivityDownload/ActivityDownload"

method

="post">

<TABLE border="1">

<TR>
<TD>
User Name
</TD>
<TD>

<INPUT value=""

</TD>

</TR>

<TR>

<TD>
Password

</TD>

<TD>

<INPUT value=""

</TD>
</TR>
<TR>
<TD>

name="userName">

type="password" name="password">
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Report Name
</TD>
<TD>
<INPUT value="" name="reportName">
</TD>
</TR>
<TR>
<TD>
Date MM/DD/YYYY
</TD>
<TD>
<INPUT value="" name="reportDate">
</TD>
</TR>
<TR>
<TD>
Format
</TD>
<TD>
<INPUT name="reportFormat”>
</TD>
</TR>
</TABLE>
<INPUT type="submit" value="Submit">
<INPUT type="reset" value="Reset">
</FORM>
</BODY>
</HTML>

The resulting input page/interface is shown in Figure 59Figure 58: Activity File
Service input page.

Figure 58: Activity File Service input page

Uzer Name

Password

Report Wame
Date MM/ DD/YYYY

Format

Submit || Reset

21.5 Report Download Serviet

Generally, the Report Download Servlet is used to download activity files
automatically at a prescribed time period.

The Report Download Servlet returns reports in easily readable (pretty print) XML
format. This can create a larger file than equivalent reports returned by the
Activity File Service. Other differences between the servlet and the Activity File
Service include:

¢ Different parameter names.

e Required use of an agency ID.

e A default format parameter value.
¢ Different endpoint URLs.
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The Report Download Servlet interface allows agencies to request activity file
information on an ad hoc basis, instead of the prescribed time period that the
automatic process generates.

21.5.1 Access and Parameters
The Report Download Servlet requires the use of HTTPS POST; the URLs for the
production and test environments are listed below.

Production: https://www.pay.gov/agency/ReportDownloadServlet
Test: https://ga.pay.gov/agency/ReportDownloadServlet

A POST to these URLs returns a redirect. Applications using the servlet need to
recognize the redirect and submit the POST to the new URL.

The agency should pass the required name-value pairs listed in Table 46.

Table 46: Required name-value pairs for HTTPS request

Parameter Name Description

Username The Pay.gov username for a user, with the role required to access
the report. This parameter should be passed in the <body>
element of the message so that it will be protected by SSL/TLS
encryption.

Password The password for the Pay.gov user. The password is case-
sensitive. This parameter should be passed in the <body>
element of the message so that it will be protected by SSL/TLS
encryption.

agency_id This integer is the unique identifier for the agency in Pay.gov,
generated during the ACT phase. The identifier does not relate
directly to any external name or identifier for the agency; it is
simply used for business-to-business communications.

report_name The name of the report to be accessed (this string is case-
sensitive):

e ACHActivityFile

¢ BillingActivityFile

e CollectionsActivityFilev2

e  CCActivityFile

e EcommActivityFile (for Digital Wallet Activity File)
e FormActivityFile

e FormActivityFileXSL

date The date should be in MM/DD/YYYY format. The default is
today. This field is optional for the ACH activity file, but
required for all others.

format (optional) Two supported values:

XMLData — XML file format
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Parameter Name Description

JSON — JavaScript Object Notation file format

21.5.2 Procedure

1. Requester makes an HTTPS POST request to the Report Download Servlet
(Servlet); GET requests will return an error 405, “Method Not Allowed.” The
parameters are shown in Table 46.

2. All parameter names and values other than username are case-sensitive.

The servlet authenticates the user. If the user is not authenticated, the servlet
returns an error and exits; see section 21.5.3 for more about error handling.

4. Once the user has been authenticated, the servlet determines the user’s default

entity role. The required default entity role is “Report Office Analyst.” If the
user has no default entity role, the servlet returns an appropriate error status
and exits.

5. The servlet determines the command string that corresponds to the
Entity_Role name and the parameters from the agency.

6. The servlet substitutes the value of the “date” parameter, which defaults to
today’s date, for the <date> placeholder in the command string.

21.5.3 Error Handling

Error messages are reported to the agency in payload with a content type of
text/plain. The payload is a string in the form of Error=<error message>.
Currently reported error messages are shown in Table 47.

Table 47: Activity file error messages

Error Message Description

405 Method not allowed; the request used a
“GET” instead of a “POST”

One or more of the required One or more of the parameters was not

parameters are missing supplied in the request
Internal Pay.gov error Catastrophic internal error occurred
Access denied Username/password authentication failure,

possible case-sensitivity issue

Report requested is Requested report does not exist or has yet
unavailable to be generated for the requested date
Invalid date specified Date was not valid

21.5.4 Limitations

The servlet process assumes that there is one and only one report of the desired

type run per day. Reports are currently available after the specific job runs for the
activity file specified (Table 7) and typically detail activity from the previous day’s
business (Table 6). Agencies should download information on Saturday to capture
transactions and activity from Friday.
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The standard Pay.gov maintenance window occurs every Sunday between 2:00
A.M. and 6:00 A.M. Eastern Time. Agencies should be aware of this window as the
application and reports may be unavailable during this period.

21.5.5 Report Download Servlet Configuration

1. The agency must pass the username and password of an authorized Pay.gov
user account created specifically for use with the servlet. This user account
must have the MGA (Machine Account) role, so your agency’s security contact
should make sure this is selected on the access request worksheet when the
user is created or modified.

2. Areport user must be created for this report that matches the Entity_Role of
the Pay.gov user. The entity will be set to the agency ID and the role. The
required role is “Reports” under “Reports Office Analyst” (ROA) role.

3. Your agency security contact can request both types of access by submitting a
completed access request worksheet; see the Agency Guide to Access Control
for more information.

21.5.6 Sample HTML

If the servlet is to be used to request activity file information on an ad hoc basis an
interface should be created.

The following details a simple interface, written in HTML. An agency operator may
use this HTML form to request an ad hoc activity file if required. This sample form
is best used for testing purposes, to manually obtain data with specific parameters,
or to act as a starting point to develop a more automated solution.

Note: The interface supplied here does not supply parameter
values; refer to Table 5 for more details on the parameters.
As noted in Table 5 and shown in the sample code below,
the username and password parameters should be passed in
the <body> element of the message so that they will be
protected by SSL/TLS encryption.
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<HTML>
<HEAD>
<TITLE>
Report Download Servlet Interface
</TITLE>
</HEAD>
<BODY>
<FORM action="https://www.pay.gov/agency/ReportDownloadServlet" method="post">
<TABLE border="1">
<TR>
<TD>
User Name
</TD>
<TD>
<INPUT value="" name="username">
</TD>
</TR>
<TR>
<TD>
Password
</TD>
<TD>
<INPUT value="" type="password" name="password">
</TD>
</TR>
<TR>
<TD>
Agency ID
</TD>
<TD>
<INPUT value="" name="agency_id">
</TD>
</TR>
<TR>
<TD>
Report Name
</TD>
<TD>
<INPUT value="" name="report_name">
</TD>
</TR>
<TR>
<TD>
Date MM/DD/YYYY
</TD>
<TD>
<INPUT value="" name="date">
</TD>
</TR>
<TR>
<TD>
Format (optional)
</TD>
<TD>
<INPUT value="XMLData" name="format">
</TD>
</TR>
</TABLE>
<INPUT type="submit" value="Submit">
<INPUT type="reset" value="Reset">
</FORM>
</BODY>
</HTML>

The resulting input page/interface is shown in Figure 59.
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Figure 59: Report Download Servlet input page
User Name
Password
Agency ID
Eeport Name
Date MMDDYYYY

Format {optional) X¥MLData

[ Submit ] [Reset ]

21.6 Activity File Schema

The schemas for each of the activity files are available by request from Pay.gov
Customer Support (pay.gov.clev@clev.frb.org).

Note: See the Appendices for Activity file changes by Pay.gov
release.

A list of the country codes used in Pay.gov activity files is provided in Appendix A.

21.6.1 Schema Validation Error

For agencies using activity files a schema validation error will result when both of
the following occur:

e The agency supplies invalid or improperly-formatted Level III data via C
Create Transactions, a TCS Web Service or OCI.

e The agency validated the activity file XML against the XSD supplied by
Pay.gov.

21.7 Form Activity File and Form Activity File XSL

These activity files contain all form data for a calendar day in XML format. The
XML data is pulled from the Pay.gov database, formatted, and stored in a form
activity file in the Pay.gov HTTPS mailbox.

The form activity file contains the agency ID, application name, file name,
stylesheet reference, Pay.gov tracking ID, agency-specific form fields and the date
and time the activity file was created. This is a standard activity file and generally
cannot be customized for agency use. However, if an agency requires customized
cutoff times for their forms, which is an option in the ACT, a customized form
activity file can be created. This is a unique circumstance and will be determined
on a case-by-case basis.

The form activity file XSL differs from the form activity file by including the style
sheet information; the XML information contained in the form activity file can be
displayed as though the user is viewing the form online. How the information is
displayed is configured by the agency through the use of XML style sheets (XSLT),
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which contain all the formatting details for the form to give the appearance of the
original online form, such as font type, size, and so on.

The agency application may download the activity file via the Activity File Service
(section 21.4) or the Report Download Servlet (section 21.5) using an automated
process or manually using an internet browser. Using an internet browser to
download the file may cause an error message to be displayed as the referenced
style sheet cannot be found. To prevent this, the XML should be saved on the
client machine in the same directory as the style sheet using the browser’s File ->
Save as... option; see section 21.8 for sample XML and style sheet code.

Note: The FormActivityFile and the FormActivityFileXSL include
results for forms used for ACH Credit transactions.

21.8 Sample Activity File XML and Style Sheet

The following XML sample provides an example of the XML returned in an activity
file, the style sheet code referenced in the XML to format it, and the resulting
display.

<?xml version="1.0" encoding="UTF-8"?>
<?xml-stylesheet type="text/xsl" href="FormActivityFile.xsl"?>
<form_info>
<file_header>
<agency_id>123</agency_id>
<agency_app_name>Your Application Name</agency_app_name>
</file_header>
<form_instance_THEFORMNAME >
<paygov_tracking_id>abc123</paygov_tracking_id>
<form_instance_xml>
<form_version>
<pagel>
<formFieldOne>oneApple</formFieldOne>
<formFieldTwo>twoApple</formFieldTwo>
<formFieldThree>threeApple</formFieldThree>
</pagel>
</form_version>
</form_instance_xml>
</form_instance_THEFORMNAME >
<form_instance_THEFORMNAME >
<paygov_tracking_id>abc124</paygov_tracking_id>
<form_instance_xml>
<form_version>
<?jetform ~Dat ~page Pagel?>
<formFieldOne>oneOrange</formFieldOne>
<formFieldTwo>twoOrange</formFieldTwo>
<formFieldThree>threeOrange</formFieldThree>
</form_version>
</form_instance_xml>
</form_instance_THEFORMNAME >
<file_footer>
<file_name>FormActivityFile_09272004.xml</file_name>
<file_creation_date>2004-09-28T01:00:23</file_creation_date>
</file_footer>
</form_info>

The code for the stylesheet referenced in the XML which displays the XML file is
reproduced below.

<?xml version="1.0" encoding="UTF-8"?>

<xsl:stylesheet xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform" version="1.0">
<xsl:output method="html"/>

<xsl:template match="/">
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<HTML>
<HEAD>
<TITLE>EXAMPLE FORM ACTIVITY</TITLE>
</HEAD>
<BODY>
<b>
EXAMPLE FORM ACTIVITY
</b>
<br/>
<br/>
<xsl:apply-templates select="//file_header"/>
<br/><br/>
<table border="1">
<tr>
<td>pay.gov tracking id</td>
<td>formFieldOne</td>
<td>formFieldTwo</td>
<td>formFieldThree</td>
</tr>
<xsl:apply-templates select="//form_instance_THEFORMNAME" />
</table>
<br/>
<xsl:apply-templates select="//file_footer" />
</BODY>
</HTML>
</xsl:template>
<xsl:template match="file_header">
AGENCY ID = <xsl:value-of select="agency id" />
<br/>
APPLICATION NAME = <xsl:value-of select="agency_app_name" />
</xsl:template>
<xsl:template match="form_instance_THEFORMNAME" >
<tr>
<td>
<xsl:value-of select="paygov_tracking_id" />
</td>
<xsl:apply-templates select="form_instance_xml/form_version" />
</tr>
</xsl:template>
<xsl:template match="form_instance_xml/form_version">
<td><xsl:value-of select="formFieldOne" /></td>
<td><xsl:value-of select="formFieldTwo" /></td>
<td><xsl:value-of select="formFieldThree" /></td>
</xsl:template>
<xsl:template match="file_footer">
FILE NAME = <xsl:value-of select="file_name" />
<br/>
FILE CREATION DATE = <xsl:value-of select="file_creation_date" />
</xsl:template>
</xsl:stylesheet>

As updates are made to the form, the form revision ID is updated accordingly (v1,
v2, v3, etc.). When the form activity file is generated, the form revision ID is
captured as part of the XML code. However, the style sheet must be updated
manually in accordance with the current version of the form. If the form revision
ID in the form activity file does not match the value in the style sheet, the style
sheet will not be executed. This relates both to style sheets and to any automatic
processing solution.

Using the style sheet, the XML is displayed as shown in Figure 60.
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Figure 60: Formatted and displayed XML code
EXAMPLE FORM ACTIVITY

AGENCYID =123
APPLICATION NAWME = Your Application Name

pay. gov tracking id [formFieldOne formFieldTwo formFieldThree
abcl23 onelpple twolpple three Apple
abcl24 oneCrange  twoOrange  threeOrange

FILE MAWE = FormctivityFile_ 09272004 zml
FILE CEEATICN DATE = 2004-03-28T01:00:23

21.9 Collections Activity File v2 Information

The information in this section is intended for agencies that currently use the
original version of the collections activity file and who wish to convert their
applications to the new version of the activity file, called “Collections Activity File
v2.” Agencies new to Pay.gov may ignore this section, as they will automatically
use the new v2 activity file.

Version 2 of the collections activity file adds a number of elements for Trusted
Collection Services (TCS) and the Treasury Reporting System (TRS). It has also
been reorganized to follow industry-standard best practices for XML coding. The
specific changes from version 1 of the collections activity file are described in detail
below.

21.9.1 Structural changes:

1. Move ach_debit and credit_card elements under file_header.
2. Move item_detail under item_header.

21.9.2 Data changes:

1. Add BETC, CKeyName, and CKeyValue elements.

2. Add total_force for plastic card.

3. Remove commas from transaction_amount.

4. Addbatch_paygov_tracking_id.

5. Rename processor_code to authorization_response_code.

6. Add tcs_return_code.

7. Add tcs_return_detail.

8. Add email_address.

9. Add sec_code for ach transactions.

10. Add account_type for ach transactions.

1. Add element to identify TCS service.

12. Add routing_transit_number for ACH transactions.

13. Mask account_number to show last four digits preceded by 12 asterisks.
14. Add csc_result for plastic card transactions.

15. Add authorization_response_text for plastic card transactions.
16. Add address_line_2 for plastic card transactions.

17. Always show application_name.
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Remove remittance_id for plastic card transactions.

Remove omb_form_number element.

Remove agency_form_number element.

Always show agency_memo element.

Show custom collection fields if they are included with a transaction.
Remove percent_of_amount in file_header.

Accommodate multiple items in one debit voucher number.

Changes to existing elements:

Remove total of_all collections for ACH because it is the same as
total_amount_of sf215.

Rename cc_type to card_type.

Add number_of_sf5515 in the item_header for ACH DVN:s.

Change city, state, and country address elements to billing_city,
billing state,and billing_country.

Rename several existing elements to match TCS parameter names:

Old Element Name New Element Name
payments_count recurring_payment_number
number_of_payment total_recurring_payments
collection_status and transaction_status
status

bank_account_number and account_number

cc_no

total voided total cancelled
count_voided count_cancelled
event_type transaction_type

street billing_address

zip_code billing zip
expiration_date credit_card_expiration_date
return_desc return_reason_code
file_header application_item

Remove body_item element.
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22 Form Attachment Activity Files

The Form Attachment Activity Files are separate from the activity files available
online or by using the activity file service. Instead, agencies can download a batch
of attachments for a specified form by submitting an HTTPS POST and receiving a
response consisting of a compressed (.zip) file that includes a batch of attachments
for a specific form name. Which of two activity files is returned by Pay.gov
depends on the action parameter for the POST, either a batch of attachments by
payment date or a batch of attachments by form submission date.

Note: Only . TXT and .CSV format attachments are included in the
results returned. Attachments in PDF file format are not
included in the results.

See the Agency Guide to the Forms Service for details including the HTTPS request
parameters and the activity file XML schema.
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23 Reconciliation

23.1 Reconciling Transactions between Pay.gov and CIR

Use the Collection Voucher Report and its detail reports for reconciling.

The report shows collections by agency for a particular day. You can generate a
report that shows all collection transactions or just transactions for a specific
payment type.

This report is available from the Reports Dashboard section of the website. It
summarizes voucher content, gives access to summaries of all transactions
included in a vouched, and provides links to individual transaction details.

To reconcile CIR deposits with Pay.gov (Figure 61), confirm that the voucher
number on the Collections Voucher Report is the same as the voucher number on
the corresponding CIR report and that the dollar amounts on both reports are
equal. Deposit ticket numbers are shown on transaction details

Figure 61: Sample Collection Voucher Report

Reports Overview > Report Criteria > Voucher Summary

Voucher Summary for Effective Date 11/23/2016
Created 11/23/2016 2:.00 PM ET

Export to PDF  Export to CSV
Voucher Number Voucher Type Payment Type Number of Transactions Total Amount

¥ Agency: VADMC  Application: 987VADMC ALC+2: 3600033501

773119 Credit ACH Debit 5 $583.06
Subtotal: 5 $583.06

¥ Agency: SAT199  Application: 199_Bills ALC+2: 7539512476
000345 Credit Credit Card 270 $34,950.96
823368 Credit ACH Debit 2 $314.64
Subtotal: 272 $35,265.60
Grand Total: 277 $35,848.66

5 10 20
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Figure 62: Sample transaction detail

Report Criteria > Voucher Summary > Transaction Search Results > Transaction Detail

ACH Debit Transaction Detail

Created 11/23/2016 2:04 PM

Agency: VADMC Application: 987VADMC
Transaction Information
Pay.gov Tracking ID:  25Q700E3 Collection Status:  Complete
Agency Tracking 1D 74967941570 Effective Date: 11/23/2016 12:00:00 AM
Account Holder Name: End2End CCP Debit Future Deposit Ticket 773119
Transaction Date(ET) 11/21/2016 11:59:44 AM Debit Voucher:
Transaction Amount $55.55 Return Reason Code
Frequency OneTime ACH Type:
Payment 10f1 Usemname:
Email Address: zman@clev.frb.org
Account Type, BusinessSavings

Bank Account s 3456
Routing Number: 041000124

Custom Collection Fields
notDisplay Custom Fi... CusiomCollectionFiel...
Custom Field 10 CustomCollectionFiel...
notdispaly Custom Fi... CustomCollectionFiel.
Custom Field 12 CustomCollectionFiel. ..
Encrypted Custom Fie... CustomCollectionFiel. ..
notDisplay Custom Fi... CustomCollectionFiel
Tony Test Custom Fie... CustomCollectionFiel.
notDisplay Custom Fi... CustomCollectionFiel
Custom Field 06 CustomCollectionFiel...
notdispaly Custom Fi... CustomCollectionFiel.
Custom Field 08 CustomCollectionFiel...

notdisplay Custom Fi... CustomCollectionFiel.

23.2 Reconciling Plastic Card Transactions between Pay.gov and CIR

When reconciling, agencies may see a difference between the effective date for
plastic card transactions in Pay.gov reports and the corresponding deposit date for
vouchers in the CIR.

Pay.gov is unaware of the settlement date for plastic card transactions submitted
for processing. As a result, the effective date for plastic card transactions on
Pay.gov reports is the same as the transaction date, even if that date is not a
business day, such as a Saturday or holiday.

Plastic card deposit vouchers sent to the CIR by Worldpay have been changed so
the deposit date is always a business date. If a plastic card transaction is processed
on a Saturday, the voucher deposit date is the following business date. This is the
deposit date shown on CIR reports.

When there is a difference, determine if the Pay.gov report effective date is not on
a business day and then determine what the following business day is to match the
transaction to a voucher deposit date.

Pay.gov passes the plastic card type use for a transaction to the CIR.

23.3 Reconciling Amazon Transactions
See the Agency Guide to Amazon Pay Collections.
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23.4 Reconciling PayPal Transactions
See the Agency Guide to PayPal Collections.
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24 Known Issues

This section describes the known issues with the Reporting Service.

24.1 Cancelled Authorizations Included in Certain Activity Files

Cancelled plastic card authorizations are being included in the CCActivityFile,
CollectionsActivityFile, and CollectionsActivityFilev2. This is incorrect behavior as
these transactions should not appear in these files at all.
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25 Customer Support

Customer support is provided by the Federal Reserve Bank of Cleveland.
Assistance with accessing the website, hosted forms processing, collections, and so
on is provided for agency customers. Technical support is also available for
problems such as balancing payments, database integrity, information security,
and other issues relating to the smooth operation of the services provided to the
agency.

25.1 Pay.gov Contact Information

Hours: 7:00 am to 7:00 pm Eastern Time
Monday through Friday, closed bank holidays
Phone: (800) 624-1373, Option 2

Email address: pay.gov.clev@clev.frb.org

Note: Contact information for Customer Support can also be
found at the bottom of all pages on the myagency website,
including all Reports pages.

25.2 CIR Contact Information

For questions or additional information regarding the Collections Information
Repository (CIR) reports or schedules, contact CIR directly at
cir.customersupport@clev.frb.org.
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Appendix A Pay.gov Country Codes

This section provides a list of country codes used in Pay.gov activity files.

Country Code Country Name
AFG Afghanistan
ALB Albania

ALG Algeria

AND Andorra

ANG Angola

ANT Antigua and Barbuda
ARG Argentina

ARM Armenia

AUS Australia

AUT Austria

AZE Azerbaijan
BAH Bahamas

BAI Bahrain

BAN Bangladesh
BAR Barbados

BEL Belgium

BEM Belize

BEN Benin

BES Belarus

BHU Bhutan

BOL Bolivia

BOS Bosnia and Herzegovina
BOT Botswana

BRA Brazil

BRU Brunei

BUK Burkina Faso
BUL Bulgaria

BUR Burma

BUU Burundi
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Country Code Country Name
CAB Cambodia

CAM Cameroon

CAN Canada

CAP Cape Verde
CAE Central African Republic
CHA Chad

CHL Chile

CHN China

COL Colombia

COM Comoros

CON Congo Kinshasa
COS Costa Rica

CRO Croatia

CYP Cyprus

CZE Czech Republic
DEN Denmark

DJI Djibouti

DOM Dominican Republic
DON Dominica

ECU Ecuador

EGY Egypt

ELS El Salvador
EQU Equatorial Guinea
ERI Eritrea

EST Estonia

ETH Ethiopia

ETM East Timor

FIJ Fiji

FIN Finland

FRA France

FSM Micronesia
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Country Code Country Name
GAB Gabon

GAM Gambia

GBR United Kingdom
GEO Georgia

GER Germany
GHA Ghana

GRE Greece

GRN Grenada
GUA Guatemala
GUI Guinea

GUU Guinea-Bissau
GUY Guyana

HAI Haiti

HND Honduras
HUN Hungary

ICE Iceland

IND India

INS Indonesia
IRC Iraq

IRE Ireland

ISR [srael

ITA Italy

IVO Cote D’lvoire
JAM Jamaica

JOR Jordan

JPN Japan

KAZ Kazakhstan
KEN Kenya

KIR Kiribati
KUwW Kuwait

KYR Kyrgyzstan
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Country Code Country Name

LAS Laos

LAT Latvia

LEB Lebanon

LES Lesotho

LIB Liberia

LIE Liechtenstein

LIT Lithuania

LIY Libya

LUX Luxembourg

MAE Macedonia (Former Yugoslav
Republic of Macedonia, North
Macedonia)

MAI Malawi

MAL Malaysia

MAM Maldives

MAN Mali

MAT Malta

MAU Mauritania

MAV Mauritius

MDG Madagascar

MEX Mexico

MHL Marshall Islands

MNE Montenegro

MOC Monaco

MOL Moldova

MON Mongolia

MOR Morocco

MOZ Mozambique

NAM Namibia

NAU Nauru

NEA Netherlands Antilles

NEP Nepal
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Country Code Country Name
NET Netherlands
NEW New Zealand

NIC Nicaragua

NIE Niger

NIG Nigeria

NKO North Korea
NOR Norway

OMA Oman

PAK Pakistan

PAN Panama

PAP Papua New Guinea
PAR Paraguay

PER Peru

PHI Philippines

PLW Palau

POL Poland

POR Portugal

QAT Qatar

RCB Congo Brazzaville
ROM Romania

RUS Russia

RWA Rwanda

SAO Sao Tome Principe
SAU Saudi Arabia

SEN Senegal

SER Serbia

SEY Seychelles

SIE Sierra Leone

SIN Singapore

SKA Saint Kitts and Nevis
SKO South Korea
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Country Code Country Name
SLA Slovakia

SLO Slovenia

SLU Saint Lucia
SMA San Marino

SOL Solomon Islands
SOM Somalia

SOR South Africa
SPA Spain

SRI Sri Lanka

STV Saint Vincent and the Grenadines
SUR Suriname

SWA Swaziland

SWE Sweden

SWI Switzerland

SYR Syria

TAJ Tajikistan

TAN Tanzania

THA Thailand

TOG Togo

TON Tonga

TRI Trinidad and Tobago
TUM Turkmenistan
TUN Tunisia

TUR Turkey

TUV Tuvalu

TWN Taiwan

UAE United Arab Emirates
UGA Uganda

UKR Ukraine

URN Uruguay

USA United States
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Country Code Country Name
UZB Uzbekistan
VAN Vanuatu

VAT Holy See

VEN Venezuela

VIE Vietnam

WSM Samoa

YEM Yemen

ZAM Zambia

ZIM Zimbabwe
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