From: Pay Gov <pay.gov@clev.frb.org>
Sent: Friday, December 02, 2016 3:44 PM
To: Pay.gov Agencies

Subject:[External] Notice: t

Pay.gov sent three separate communications to agencies in 2016, notifying them of our intent in 4Q
2106 to make our system compliant with TLS 1.2 per the NIST recommendations detailed in “NIST
Special Publication 800-52 Revision 1”.

On December 8, 2016, the TLS 1.0 and TLS 1.1 protocols will be disabled in our QA agency test
environment, ga.pay.gov, for agency OCl inbound and outbound connections to Pay.gov. Agencies are
required to support TLS 1.2 and actively test their systems in order to validate their compliance. If
necessary, a sixty day testing window will be established with agencies to ensure TLS 1.2 compliance
before the permanent change is implemented to the Pay.gov production environment, which is
scheduled for March 15, 2017.

Note: This update will only affect OCI, Activity File download servlet, DTM Spoke connections, and direct
user access to the Pay.gov agency testing website. Trusted

Collection Service (TCS) connections are not affected by any of these changes.

Please contact Pay.gov Customer Support with questions or concerns at (800) 624-1373 or
pay.gov.clev@clev.frb.org.


http://csrc.nist.gov/publications/drafts/800-52-rev1/draft_sp800_52_r1.pdf
http://csrc.nist.gov/publications/drafts/800-52-rev1/draft_sp800_52_r1.pdf

